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§ Strategy
§ The art of positioning, commanding, directing, coordinating forces in space in order 

to attain the objectives

§Space ? 
§What is the space of cyberspace

§What are cyber-objectives ?
§How do define cyber-objectives? What is the constraint space ?

§What are cyber-forces?
§Economics, Hackers, military, startups, research

§How to position, command, direct, coordinate 
§Governance

§Is there anything new under the sun ?



§ Risks 
§ All networks have been used as vector of attack

§ Gengis Khan and Silk Road, railroads and armored trains
§ A network per se is a target for attack 

§ First cyber-attack goes back to american civil war
§ The more important the information the more likely the attack 

§ Opportunities
§ Economics 

§ Google, Facebook
§ Strategic 

§ Lay cables to get strategic position 



▸Four V
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EVOLUTION



§Networks as a source of  Big data 

§Big Data for networks

§Network systems for Big Data



12+ TBs
of tweet data 

every day

25+ TBs of
log data 

every day

? 
TB

s 
of

d
at

a 
ev

er
y 

d
ay

2+ 
billion

people 
on the 

Web by 
end 2011 

30 billion RFID 
tags today

(1.3B in 2005)

4.6 
billion

camera 
phones 

world 
wide

100s of 
millions of 

GPS 
enabled

devices sold 
annually

76 million smart 
meters in 2009…

200M by 2014 

MOBILE INTERNET 



q 3 possible frameworks
q Cyberspace embedded in geography
q Geography embedded in cyberspace 
q Cyberspace as a space on its own



q Cyberspace cannot exist without physical equipment and 
concrete infrastructures deployed in the geographical space 
qcables, servers, datacenters, exchange points, NOCs (Network Operating 

Centers), etc. 

q These artefact depend on their geographical environment 
q Physical, political and economic constraints 

qExample of issues 
q Risk analysis of the Internet connections between Europe and Asia 

qClassical geopolitics 

qTerritory planning and of spatial inequalities.  
qClassical Geography 



France 
◦ No central government planning 
◦ Strong historical operator
◦ Emergence of a large number of local 

IXPs

Italie
◦ No central government planning 
◦ Concurrence between several operators
◦ Strong North vs. South divide





qRisk ?
qReliability

qWe need high speed and reliable paths
qLow delay is important (because of Fast Trading)

qPhysical reliability
qCable cut

qNetwork reliability
qBGP Flaps

q Surveillance
q Several major surveillance actors on path

qEurope (France, Germany, UK,Italy)
q Israel, US/UK, Middle East actors, Singapour, China

qSecurity 
qData center mafia, Rogue ASes



q 3 paths
q Maritime via Suez

qTraditional path with 90% of traffic
q Land via russia

qExpensive, low bandwidth
qNew silk road ?

q Land-Maritime via russia-
caucasus-Indian sea
qNew path

qA fourth via artic sea
qNot sure if it will be finalized







q The cyberspace projects itself into a new geography
qTraces of activities in cyberspace tells something about geography 

qIntermediation
qProjecting the real world into cyberspace information and 

leveraging on it to act on real world 





§ All DNS requests forwarded to the DNS servers of a major mobile and 
ADSL Internet Service Provider, ISP, in China during two days, in July 
2015. 
§ Data gathered from servers located in 27 Chinese regions
§ Each record has five fields:  a timestamp (rounded at 1 second timescale), 

the source IP sending the request, the domain name queried, resolution
results, and the list of resolved IP addresses

§Advertisers and trackers identification 
§ we merged three lists: EasyList, SimpleAd, and Simple Malvertising. Each
§ The EasyList contains 50 thousands URLs, the Simple Ad list contains 2703 

sites, Simple Malvertising contains 5643 site

























q Two examples
q BGP
q Net Neutrality



§ NIDS Deployment

§ NIDS Packet Processing
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•70-80% Processing Time
• (CDC’04)
•NIDS Core module
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§ Issue 1 ：Parallel Design
§ Divide NIDS packet processing into steps and map these steps onto available computing 

resource
§ Performance can not be improved by inappropriate design
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§ Issue 2：Load Balancing
§ Overload  partition among the parallel NIDS components
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§ Issue3: Efficient pattern matching component
§ Break the performance bottleneck through new algorithm
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pFingerprint Extraction
pMulti-Pattern Matching

> 70%



§ NIDS Hybrid parallel design
§ Linear Speedup rate
§ 8.4Gbps processing ability when processing 100 bytes length packet 

§ RPB scheme
§ Resolve the load balancing issue due to the Internet traffic unbalancing
§ 42% performance upgrade

l Efficient fingerprint extraction scheme
§ 69%  performance upgrade
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§ Mix of methods work much better



§Parallelisms
§Granularity
§Many cores, clusters, grids

§Hardware
§TCAM, FPGA
§Systems for heterogeneous architecture

§Mapping data to architecture 
§Data management 
§Algorithmics
§Mapping resources to computation needs



§ International collaboration is needed on cybersecurity
§ In particular information exchange is fundamental

§ Security is not only a technical issue it is a strategic issue
§ We need to interact much more with other very important stakeholder
§ Interdisciplinarity is tough 

§ There is

§ Many Thanks to Labex Persyval, Grenoble that funded my travel


