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Outline	


» Background	
  
˃ Big	
  Data	
  Integra/on	
  and	
  Security	
  &	
  Privacy	
  
˃ Our	
  research	
  project	
  by	
  JST	
  CREST	
  funding	
  
˃ by	
  Shiho	
  Moriai	
  

» Privacy-­‐preserving	
  Logis/c	
  Regression	
  
˃ Technical	
  Details	
  
˃ by	
  Le	
  Trieu	
  Phong	
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Big	
  Data	
  Integra1on：	
  
Key	
  to	
  the	
  new	
  growth	
  strategy	
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Security	
  and	
  Privacy:	
  
Key	
  Issues	
  for	
  Datability	
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To	
  Promote	
  Big	
  Data	
  Integra1on
	
  across	
  Sectors	
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Create	
  Value	
  across	
  Sectors	
  
Innova/on,	
  Produc/vity,	
  Growth	
  	


Data	
  Analy1cs	

Security	
  and	
  Privacy	
  Enhancing	
  

Technologies	
  	


Data	
  
Leakage	


Privacy	


Confiden/ality	


While	
  Encrypted/	
  
Preserving	
  Privacy	


Big	
  Data	
  
Integra/on	




JST	
  CREST	
  Research	
  Projects	

»  CREST	
  is	
  a	
  funding	
  program	
  for	
  team-­‐oriented	
  research	
  
with	
  the	
  aim	
  of	
  achieving	
  the	
  strategic	
  goals	
  set	
  forth	
  	
  	
  
by	
  the	
  government.	
  

»  The	
  objec/ve	
  is	
  to	
  create	
  revolu/onary	
  technical	
  seeds	
  
for	
  science	
  and	
  technology	
  innova/on.	
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“Development	
  and	
  Integra1on	
  of	
  Ar1ficial	
  Intelligence	
  
Technologies	
  for	
  Innova1on	
  	
  Accelera1on”	
  	
  (2016〜)	
  
Research	
  Supervisor:	
  	
  Minoru	
  Etoh	
  (Senior	
  Vice	
  President,	
  General	
  
Manager	
  of	
  Innova/on	
  Management	
  Department,	
  NTT	
  DOCOMO,	
  INC.)	
  
	
  
　　Call	
  for	
  applica/ons	
  (2016.	
  6)	
  



“Privacy-­‐preserving	
  Data	
  Analy1cs	
  
to	
  Promote	
  Cross-­‐industry	
  Data	
  	
  	
  	
  	
  	
  
Sharing”	
  (2016-­‐	
  )	

»  Research	
  Director：Shiho	
  Moriai	
  (NICT)	
  
»  Joint	
  work	
  with	
  Seiichi	
  Ozawa	
  (Kobe	
  Univ.)	
  and	
  Eltes	
  Co.,	
  Ltd.	
  

Ø Integra/on	
  of	
  AI	
  (Machine	
  Learning)	
  and	
  Cryptography	
  
Ø Apply	
  our	
  research	
  results	
  to	
  real	
  problems	
  in	
  financial	
  　　　　	
  
　　industry	
  such	
  as	
  detec/ng	
  illegal	
  money	
  transfers	
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Research	
  Organiza1on	


	
  
E-­‐Solu/ons	


	
  
	
  

classifica/on,	
  predic/on,	
  
	
  and	
  anomaly	
  detec/on	


Big	
  Data	
  
(incl.	
  personal	
  data	
  and	
  confiden1al	
  business	
  data)	


Sector	
  A	
 Sector	
  C	


Data	
  Integra1on	
  
across	
  sectors	
  

	
  
	
  
	
  
	
  

Ensuring	
  data	
  secrecy	
  and	
  privacy	
  

Machine	
  Learning	
 Security	
  and	
  Privacy	
  Enhancing	
  
Technologies	
  	


Financial	
  Industry	
  Experience	


Sector	
  B	
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za/on	
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Company	
 Organi	
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  University	
  



Current	
  Status	
  and	
  Our	
  Aims	


	
  Bank	
  A	
 Bank	
  B	
 	
  Bank	
  C	
 Others	
 etc...	


Privacy-Preserving  Data  Mining  Engine�
（Our  Research  Outcome）�

l  Cost	
  Reduc1on	
  
l  Human	
  Mistake	
  Avoidance	
  	

l  Accuracy	
  Improvement	
  

Ø  Possible	
  to	
  detect	
  more	
  
anomaly	
  transac1on！	
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Bank	
  C	


Integration� Automation�

Data	
  is	
  handled	
  internally	
  and	
  separately	


1)	
  Anomaly	
  Detec/on	
  of	
  Transac/on	
  
2)	
  Decision	
  of	
  Interest	
  Rate	
  



Privacy	
  Preserving	
  Data	
  Analy1cs	
  (1)	
  	


»  SPHERE:	
  Security-­‐updatable	
  Public-­‐key	
  Homomorphic	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Encryp/on	
  with	
  Rich	
  Encodings	
  (2015)	
  
˃ Homomorphic	
  Encryp1on	
  	
  

+ Computa/ons	
  over	
  both	
  binary	
  strings	
  and	
  real	
  numbers	
  	
  

˃ Security-­‐updatability	
  
+ Change	
  security	
  level	
  (key	
  length)	
  on	
  encrypted	
  data	
  for	
  	
  	
  	
  
long-­‐term	
  security	
  

+ Security	
  under	
  the	
  LWE	
  assump/on	
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Privacy	
  Preserving	
  Data	
  Analy1cs	
  (2)	


˃ Linear	
  regression	
  using	
  SPHERE	
  can	
  be	
  computed	
  	
  
efficiently*	
  while	
  data	
  are	
  encrypted.	
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× plain data 
／Linear regression 	


*	
  Compared	
  to	
  the	
  best	
  previous,	
  our	
  
system	
  reduces	
  the	
  server	
  running	
  /me	
  
from	
  about	
  8.75	
  hours	
  to	
  10	
  minutes.	
  	
  
	
 



Privacy	
  Preserving	
  Data	
  Analy1cs	
  (3)	


»  Logis1c	
  regression	
  
˃  powerful	
  machine	
  learning	
  tool	
  to	
  classify	
  data	
  

»  Proposed	
  a	
  secure	
  system	
  for	
  protec/ng	
  both	
  the	
  
training	
  and	
  predic/ng	
  data	
  in	
  logis/c	
  regression	
  	
  
via	
  homomorphic	
  encryp/on.	
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»  Many	
  learning	
  par/cipants	
  perform	
  neural	
  network-­‐based	
  	
  
deep	
  learning	
  over	
  a	
  combined	
  dataset	
  of	
  all,	
  without	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
revealing	
  the	
  par/cipants’	
  local	
  data.	
  

»  Improve	
  the	
  previous	
  work	
  	
  
	
  	
  	
  	
  	
  by	
  Shokri	
  and	
  Shma/kov	
  
	
  	
  	
  	
  	
  (ACM	
  CCS	
  2015)	
  
	
  	
  	
  	
  	
  	
  	
  	
  >	
  local	
  data	
  may	
  be	
  leaked	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  to	
  the	
  server	
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weights	
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