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5 Words to bring back Trom loday's
Presentation

1. “2015”

2. The Cybersecurity Strategy

3. “2020”




Overview of Today's Presentation

1. Historic Framework of Cybersecurity Policy:
Before the Legislation of the Basic Act

2. The Legislation of the Basic Act on Cybersecurity:
Explaining the Current Framework

3. Cybersecurity Strategy

4. Current Issues in Individual Topics
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History of Cybersecurity Policy

———————————————————————————————————————

2000: bawn Ty e
Gov. Cll
[0 Defacement of Government Website (Jan. 2000)
® |T Security Office (Feb. 2000-)
Basic  Annual
Strategy  Plan
2005: Launch
® National Information Security Center (Apr. 2005-)
® [Information Security Policy Council (May 2005-)
2015: Institutionalization
® The Basic Act on Cybersecurity (Jan. 2015)
® The Cybersecurity Strategy (Sep. 2015)
2016: We Are Here




Recent Notable Cyberattacks/incidents

[0 Complicated and sophisticated threat: both domestically and internationally
[ Call for heightened level of cybersecurity framework

Domestic

* Mitsubishi Heavy Industries (Sep. 2011)

* Benesse Corp. (Jul. 2014)

e Japan Pension Service (Jun. 2015):
Targeted Attack

» Several Gov. Agencies (Nov. 2015-):
DDoS Attack

e JTB (Jun. 2016)

And more...

International

Sony Pictures Entertainment (Nov. 2014)
German Parliament (May 2015)

U.S. Office of Personnel
Management(OPM) (Jun. 2015)

Ukraine Power Grid (Mar. 2016)

World Anti-Doping Agency (WADA) (July
2016)

And more...
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History of Cybersecurity Measures
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Chinese military-

relatexople - Important environmental changes in
charged/wanted

Stuxnet
attac n the future
DDoS attacks in U.S: » Tokyo 2020 Olympic and
in nd systems. Wat_ering Paralympic Games
Sou rea e . Fraud len_t » Start of use of "My Number"
9.11 terrorist A attacks ?I‘: a,\VIB numbers
| ’ Targeted i A Pension > Spread of loT, etc.
. B Massive a S sony in Service Smart meter, automated
Sep. 2001 attacl Gumblar attgek Ormed . - %; [driving system, etc. ]
Fy I\ A Sophisticated (SPE)’ leakage
2000 | 2001 | 2002 [ 2003 [ 2004 [ 2005| 2006 [ 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 heeeccccccecscs
Trial &

DoS attack,
error

anti-computer virus measures

Zero risk society

Risk-based measures in

"accident assumed society"

Cybersecurity as

national security and Now, proactive action is required

I against advanced cyber threats
crisis management
e-Japan e-Japan New IT Reform Strategy si;i:?::y New ICT Strategy Declaration as World's Most Advanced IT Nation
Strategy Strategy Il (Determined Jan. 19, 2006 by 2015 (Determined May 11, 2010 by (Determined June 14, 2013 by Cabinet;
(Jan. 22, 2001) (July 2, 2003) IT Strategic Headquarters) (July 6, 2009) IT Strategic Headquarters)

revised June 24, 2014; revised June 30, 2015)

Government
agency measures

>

Security Policies

. . Basic Act on
Information Security Strategy Cybersecurity Cybersecurity Strategy
. for Protecting the Nation smdlgi“z"oeli (Determined Sep. 4, 2015
Basic strategy (Determined May 11, 2010 by Policy Council) (Nov. 12, ) by Cabinet)
1st National Strategy on -
Information Security 2nd National Strategy on Cybersecurity Strategy
(Determined Feb. 2, 2006 Information Security (Determined June 10,2013
by Policy Council) (Determined Feb. 3, 2009 by Policy Council) by Policy Council
Yearly plan A4 Y \
SJ2006 SJ2007 > SJ2008 > SJ2009 > JS2010 > JS2011 > 152012 > C52013> C52014> C52015>
SJ: Secure Japan JS: Information security CS: Cybersecurity

Guidelines for Information Common Standards of Information Security Measures for Governm

ent Agencies

(Determined July 2000 in Information Security
Measure Promotion Meeting)

1st edition &Determined Dec. 13, 2005 by Policy Council?
2nd edition (Determined June 14, 2007 by Policy Council)
3rd edition (Determined Feb. 4, 2008 by Policy Council)

4th edition (Determined Feb. 3, 2009 by Policy Council)
FY 2011 edition (Determined May 11, 2011 by Policy Council)
FY 2012 edition (Determined Apr. 21, 2012 by Policy Council)

FY 2014 edition
(Determined May 19, 2014 by Policy Council)

Critical infrastructure
measures

Special Action Plan on Cyber-terrorism
* Countermeasures for Critical Infrastructure
(Determined Dec. 2000 in Information Security
Measure Promotion Meeting)

Action Plan concerning
Information Security Measures

of the Critical Infrastructure
(Determined Dec. 13, 2005 by Policy Council)

2nd Action Plan on Information Security
Measures for Critical Information Infrastructure
(Determined Feb. 3, 2009 by Policy Council)

Basic Policy of Critical Information
Infrastructure Protection (3rd Edition)
(Determined May 19, 2014 by Policy Council;
revised May 25, 2015 by Strategic Headquarters)

\ 4 Organization
framework

IT Security Office,
Cabinet Secretariat
(Established Feb. 2000)

National Information Security Center (Established Apr. 2005)
Information Security Policy Council (Established May 2005)

National center of Incident readiness and Strategy for
Cybersecurity (Established Jan. 2015)

| GSOC (Started operation in Apr. 2008)

Cybersecurity Strategic Headquarters (Established Jan. 2015)

CYMAT (Established June 2012)




Current situation of cybersecurity

N
NISC,.,

Increased IT dependency

Spread in many workplaces and homes connecting
Internet.
(end of 2014 : diffusion rate PC:78.0% Internet 82.8%)

%2015 ICT White paper (MIC)

¢ Penetration rate increases 6.6 times
(end of 2010: 9.7% — end of 2014:64.2%)

%2015 ICT White paper (MIC)

smartphone

. Each vehicle has 100 or more computers and
Vehicle % operated by more than 10 million lines of software
=y code

)
Electric power industries have started installation
« Tokyo area: planned to install 27 millions of smart meters by FY 2020

Smartmeter

* Kansai area: planned to 1install 13 millions of smart meters by FY2022

trend of Cyber attacks

[Number of notifications [Number of threats to

against suspicious e-lnégills] government organs]

5\151'Oiﬁ063ﬁ0n5] [Thgata (ten thousand)]
25 f 1.5 613
1500 times 600 sog times ;
1000 785 P -
500 2% 200
) HQ 139 264%e 153
FY2013 FY2014 FY2015 0

FY2013 FY2014 FY2015

# of notification against suspicious e-

Fmails 0
[# of notification issued by GSOC
sensor

i of threats to government
[organizations observed by GSOC
sensor

Cyber attacks that might be
state-sponsored

US (Dec. 2014)

Y
@.'av
| Korea (Apr. 2013) |
Occurred cyber attack to Sony
Pictures Entertainment.
US government blamed North
Korea for the attack, and treated
this as national security issue.

Occurred maijor cyber attacks to

Cll (Finance and broadcasting)
Korean authority announced that the
attack was conducted by North
Korea.

Toward Tokyo 2020

® Festival amid attention of the world, NO Down time must be
guaranteed.

® During 2012 Olympic Paralympics games in London, 200
million cyber attack observed

® UK government started the preparation for Cyber attacks 6
years prior to the 2012 games

P

For the response of cyber threat and more resilient cybersecurity,
the Basic Act on Cybersecurity is enacted and put into effect.
(Promulgated on 12" of Nov, 2014. Put into effect on the 9t of Jan. 2015)

Copyright (c) 2016 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved.




1. Historic Framework of Cybersecurity Policy: Before the Legislation of the
Bacic /

2. The Legislation of the Basic Act on Cybersecurity: Explaining the Current
~_Framework

B Summary of the Basic Act
B Cybersecurity Headquarters
B Summary of NISC: Organization Chart; GSOC, Standards for Government, etc

3. Cybersecurity Strategy

4. Current Issues in Individual Topics




Overview of the Basic Act on Cybersecurity

What is in the Provisions of the Basic Act?
Ny

® LEGAL definition of “Cybersecurity” @ The Cybersecurity Strategy
v Aims to describe common understanding v' The structure of the strategy
of cybersecurity in legal language v Subject to Cabinet decision

® Basic Policy

v’ Security measures for National Gov.; ClI
Operators

v Governing policy in individual areas

® Basic Principle of Cybersecurity
Policy

® Responsibilities of the

Stakeholders ® Cybersecurity Strategic
v" National Gov.; Local Gov.; Cll Operators; Headquarters
Business Entities; Educational/reserch v' Composition of HQ
organizations. v’ Authorities of HQ

v’ Relation with other agencies



Overview of the Basic Act on Cybersecurity

What has changed with the Basic Act?

AN
(1) Clear and Strengthened Legal Background of the Organization

(2) Strengthened Authority of HQ

(3) Status of the Cybersecurity Strategy



Overview of the Basic Act on Cybersecurity

What has changed with the Basic Act?

T\

(1) Clear and Strengthened Legal Background of the Organization

Before the Act

[ Cabinet of Japan ]
{ IT Strategic HQs J [ NSC ]

\
1
1

Policy Council ___

__________________

=

After the Act

[

Cabinet of Japan

)

|

IT Strategic

HQs

} ( Cybersecurity

L Strategic HQs

A Cabinet Order

NSC

the Act

| NISC

v Cybersecurity Strategic HQs as independent HQ




Overview of the Basic Act on Cybersecurity

What has changed with the Basic Act?

— N
(2) Strengthened Authorities of the HQ

Before the Act After the Act
€ Mandatory reports from other
@ All the activities based on agreements governmental bodies
with other governmental bodies € Send formal recommendation to other

governmental bodies

v Cybersecurity audit: Self Audit v' Cybersecurity audit: 3rd Party Audit by NISC
* Management audit
* Penetration test

v Incident analysis: NISC provides supports to v Incident analysis: NISC has authority to
other governmental bodies on request basis conduct cause investigation in serious
incidents



Overview of the Basic Act on Cybersecurity

What has changed with the Basic Act?

— N
(3) The Cybersecurity Strategy

Before the Act After the Act
The Cybersecurity Strategy (June 2013) The Cybersecurity Strategy (Sep. 2015)
€ Adopted by the Information Security € Adopted as a Cabinet Decision
Policy Council € Reported to the National Parliament
v’ Binds only the member of the Council v’ Binds ALL the Gov. Agencies
v No authority to enforce the execution v’ The HQs may enforce the Strategy via
of the Strategy authorities of mandatory reporting and

formal recommendations



I
IT Strategic HQs

Close Coopm

Submit Infos.

Current Framework of Cybersecurity Policy

Cabinet
|

Cybersecurity Strategic Headquarters

Chair: Chief Cabinet Secretary
Deputy Chair: Minister in charge of the Cybersecurity Strategic Headquarters
Members: Chairman of the National Public Safety Commission

Minister of Internal Affairs and Communications

Minister of Foreign Affairs

Minister of Economy, Trade and Industry

Minister of Defense

Minister in charge of Information Technology (IT) Policy
Minister in charge of the Tokyo Olympic and Paralympic Games
Experts (7 persons)

|
NSC

Aoperaﬁon

Relevant Org.

Request Cooperation

Cooperation

Rei}mme“daﬁon National center of Incident readiness and Strategy for Cybersecurity (NISC)
Government Organizations
T
~~" Ministries responsible for ,’:<:\Ministries Participating in the \\\
*~._ Critical Infrastructure \,{’HQs _-7 Local Gov.

~~-
—
—
i T

-
-
-
————'_—
——

-
~ o~ -
—— -_——

T e e e e e - ——




Establishment of National center of Incident readiness and Strategy
for Cybersecurity (NISC): Jan 9, 2015

Cybersecurity Strategic Headquarters
(General Manager: Chief Cabinet Secretary)

Assistant Chief Cabinet Secretary takes charge of clerical
work associated with the Cybersecurity Strategic
Headquarters

National center of Incident readiness and
Strategy for Cybersecurity

(Manager: Assistant Chief Cabinet Secretary (Responsible for SR&CM)

® National center of Incident readiness and Strategy for
Cybersecurity is placed in charge of cleric work relating

to: ‘ NISC \*\ —
1. Management of GSOC (*1) PR~ #3UT (25—

2. Cause investigations

3. Auditing and others

4. Cybersecurity related projects, planning, and
general coordination (*1) Government Security Operation Coordination team



5 Words to bring back from loday's
Presentation

1. “2015”

v’ “2015” is the year launching the current framework under
The Basic Act on Cybersecurity

2. The Cybersecurity Strategy

3. “2020




1. Historic Framework of Cybersecurity Policy: Before the Legislation of the
__Basic Act

2. The Legislation of the Basic Act on Cybersecurity: Explaining the Current
Framework

3. Cybersecurity Strategy

B Framework of the Strategy
B Annual Plan for FY2016

4. Current Issues in Individual Topics




Cybersecurity Strategy

Below is the summary of the Cybersecurity Strategy. However, it is too SMALL to see...

€ Cyberspace is an artificial domain as a “frontier generating infinite values” and an essential foundation of Japan‘s
socio-economic activities. +“Hyper-connected and converged society” is coming

1 Understanding
of Cyberspace

+Cyber threats are becoming more serious and being perceived as national security matters

2 Objective

\

» Develop and advance free, fair, and secure cyberspace subsequently contribute to:

2) Safe and secure society 3) International Peace and stability, National security

3 Principle

@ Free Flow of Information

@ Rule of Law @ Openness @ Self-governance & Cooperation among Multi Stakeholders

7

4 Policy Measure

~ From Cost to Investment ~

New industry creation by safe loT

Promoting Management with
cybersecurity mindset
Awareness raising of senior executives

Promoting cybersecurity business

*

2) Realizing a Safe and Secure
Society for the People

~ Foundation for 2020, further ~
mProtecting People and Society
Enhancing capability and countermeasure

mProtecting Cli

Enhancing information sharing public with private

mProtecting Governmental Agencies
Strengthening defense and management audit

3) Peace and Stability of International
Community
and Japan’s National Security

~ Proactive contribution to peace in cyberspace ~

mEnsure Japan’s National Security
Improving Cyber capabilities

minternational Peace and Stability
Rule of law in cyberspace, confidence building

minternational Partnership
Cooperation in a wide range of area

*

*

Cross aR&D

Cutting Improving detection and protection capabilities

mHuman Resources
Developing multi-talent, practical training, promoting skill standards

\

7

5 Organization

» Enhancement cooperation with public and private sector, Institution building toward the Tokyo Olympic and Paralympic Games in 2020




Cybersecurity Strategy [Cabinet Decision, September 2015]

1 Understanding of Cyberspace

€ Cyberspace is an artificial domain as a “frontier generating infinite values” and an essential foundation of
Japan’‘s socio-economic activities.

€ “Hyper-connected and converged society” is coming
€ Cyber threats are becoming more serious and being perceived as national security matters

2 Objective

€ Develop and advance free, fair, and secure cyberspace subsequently contribute to:

2) Safe and secure society

[3 Principle ]

@ Free Flow of Information; @ Rule of Law; @ Openness; @ Self-governance; and & Cooperation

among Multi Stakeholders

These sections established governing principle of cybersecurity policy




Cybersecurity Strategy [Cabinet Decision, September 2015]

4 Policy Measure

3) Peace and Stability of
International Community
and Japan’s National Security

2) Realizing a Safe and Secure
Society for the People

Cro§s mR&D mHuman Resources
Cutting

[ 5 Organization

€ Enhancement cooperation with public and private sector, Institution building toward the Tokyo Olympic and

Paralympic Games in 2020

These sections established comprehensive map of individual measures




5 Words to bring back Trom loday's
Presentation

1. “2015”

2. The Cybersecurity Strategy

v’ Japanese government adopted the Cybersecurity Strategy
v’ This strategy is setting leading policy and comprehensive
framework

3. “2020”



1. Historic Framework of Cybersecurity Policy: Before the Legislation of the
__Basic Act

2. The Legislation of the Basic Act on Cybersecurity: Explaining the Current
___Framework

3. Cybersecurity Strategy

4. Current Issues in Individual Topics

M |oT: General Framework

M Expanding Scope of NISC: Pension case; Revision of the Basic Act; expand to
Government Affiliated Agencies

B CIIP: Current Action Plan; Revision

B International Coordination: G7 WG, GGE

B Workforce/HR

B Toward Tokyo 2020



Socio-Economic Vitalization and Sustainable Development

Governing Principle: From Cost to Investment

New industry creation by safe loT

Awareness raising of senior executives

v' Encouraging enterprises to report their cybersecurity efforts to the market
v Supporting information sharing between the private and the public sectors, and
within the private sector

Promoting cybersecurity business



~general Framework 1or securea 1ol systems , Aug. ZU10 by
NICr
B Determination of following items are essential to ensure loT system security:

a. Definitions (including the applicability and the scope) of loT systems should be determined
and clarified. Also, those systems should be categorized based on system characteristics
reflecting their inherent risks and properly addressing those risks;

b. Essential requirements for ensuring the users’ safety should be determined, as well as
confidentiality, integrity and the availability of information on loT systems, including functions
of devices;

c. Requirements should be determined to ensure secured system operation and service
resilience in case of a system failure, including mission assurance rules;

d. Safety assurance standards, including statutory and customary requirements, should be
determined for connected things and networks;

e. Confidentiality, integrity, availability, and safety must be ensured in the case of mechanical
failure or a cyber-attack, and swift service restoration in case of a system trouble should be
clarified; and

f. Responsibilities, boundaries and information ownership of loT systems should be clarified.

These items should be applied to the requirements for other cases such as interconnection of
loT systems.
“General Framework for Secured loT Systems”, established on 26™ Aug. 2016 by NISC




Realizing a Safe and Secure Society for the People

Governing Principle: Foundation for 2020, further

B Protecting People and Society
* Enhancing capability and countermeasure

B Protecting CII
« Enhancing information sharing public with private

B Protecting Governmental Agencies
« Strengthening defense and management audit

26
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_ Common Standards _ o
(base line for governmental body security policies)

~ Depending on the decision of each ministry, measures of a

higher standard than the Common Standards are taken

Lowest standard stipulated by the
Common Standards

S

/ Enhancement of the standard

\

Existing lowest standard

Ministry A Ministry B Ministry C

27



Cyberattack against Japan Pension Service (May 2015)

B Personal data of 1.25 million people leaked following cyberattack
B Targeted attack was the method of cyberattack
B Cybersecurity Strategic Headquarters issued analysis of the incident in

August 2015

Incident Handling Process and
Procedures

Ll e e e e |

v Improving incident handling process
and procedures

Strengthening cybersecurity of the
System

— e o o o o S D S M S RS EEE EEE EEE SN EEE EE MEE BEm SEE EEm S M BEm e M S Em

|

| v' Separation of system containing critical
' information from the Internet
|
|



Amendment of the Basic Act on Cybersecurity Basic Act

Based on the lessons learned in such cases as Japan Pension Service case, the Diet passed the draft amendment
of the Basic Act on Cybersecurity and other related laws in order to drastically strengthen cybersecurity measures of
government bodies & related organizations

B Assigning a part of CSHQ’s mandate to IPA and other entities

Buissaooid
uoljewJolu| Jo
uoleyljioe4 uo vy

AunoasiagAD uo 10y diseg ay |

—a

B Extending the scope of network monitoring, cybersecurity audit, and fact-finding activities

Central Incorporated Special Corporations
Government Administrative and
Bodies Agencies Authorized Corporations
 CSHQ will identify Special Corporations and
Cybersecurity Audit Present Extending , __---- Authorized Corporations that should be subjects
\\ of audit, fact-finding, and monitoring etc.
\\‘° CSHQ identifies the subject entities considering
Fact-finding Activities Present Extending ' the influence to national life and economy when
' the special corporation’s cybersecurity is not
|' ' assured
Network Monitoring Present Extending i Upon the enforcement of revised act, CSHQ
[ ! identified 9 corporations, including Japan Pension

Service

AN 7 Assigning a part of CSHQ’s mandate

with obligation to keep confidentiality

IPA and other entities designated by a cabinet order

_________________________________________________________________________________________________________________________

B Amending the Act from the viewpoint to strengthen cybersecurity measures as follows:
+ Adding IPA’'s new duties regarding mandates assigned by CSHQ
» Establishing a new national cybersecurity professional certification (features: as the legally-licensed title, required periodic

renewal, duty of confidentiality, etc.)

+ Arranging methods and procedures of publishing such information as software vulnerability

29



ldeas behind the Revision of the Basic Act

Government Agencies Other Organizations
v" Government will take direct measures to v’ Each organizations are expected take
ensure cybersecurity actions to ensure cybersecurity on a
e.g. Network monitoring; audit voluntary basis

v' Government will assist them
v" Cll operators will be in a special framework

[——]

Expanded ~__~

Government Agencies

+

Government Affiliated
Organizations!")

(*)Incorporated Administrative Agencies; Special
Corporations; and Authorized Corporations




Basic Policy of Critical Information Infrastructure Protection (4th
Editﬁ@f&)/v is the summary of the Cll Protection Framework. Again, it is too SMALL to see...

rPromoting critical information infrastructure protection through public-private partnership\

On a basis of the mission assurance, in order to safely and continuously provide the critical information infrastructure services
and to avoid serious effects on the public welfare and socioeconomic activities from CII services outages resulting from cyber-attacks
natural disasters or other causes, all stakeholders should protect the critical information infrastructures by reducing
the risk of CII services outages as much as possible and by ensuring prompt recovery from the outages.
Responsible ministries for critical information
infrastructure protection (5 ministries) :

. ,%* - FSA

A

Critical Information Infrastructures (13 sectors)

- Info. & comm. = - Medical
- Financial ' :\‘ - Water
- Aviation ;

- \i{ - Logistics

[NISC]

- Railway ) - ay, Logistics]
 Electric , g - Cremical coordination o
power P 4 & cooperat|on Orqanlzatlpns conperned S 3
supply - Credit card - Information security related ministries [MIC, METI,
- Crisis management ministries [NPA, MOD, etc.]
- Gas supply mPetroleum - Disaster prgve.ntion related ministries .
- Gov. & admin. LindUStriES [CAO, ministries, etc.]

- CIIP supporting agendes [NICT, IP/

(incl. municipal government)

- Cyberspace related operators [V

& ioUsS Ve c.] 0
Basic Policy of Critical Information Infrastructure Protection (4th Edition)

Enhancement of
the basis for CIIP

Enhancement of
incident response capability

Enhancement of
information sharing system

Maintenance and promotion

of the safety principles Risk management

% Promoting the comprehensive . Review of the protection scops,

Promoting the continual
improvement of the “guidelines” of
measures that are most necessary
from 2 cross-sectoral perspective,
and the “safety principles” in each
sectors.

: Enhancing the public-privats and

cross-sectorzl  information sharing

:: . system by diversifying the contact
¢ © formation, defining the sharing
» ¢ information, etc.

. Enhancing overall CII services
© | outages response system by
. zligning implementation, exarcisss, :
and training regarding exercises, etc. |

performaed under public-private

I :_ partnership

management including preparation

" of incident readiness such as risk

assessment, establishment of
contingency plan by CII operators,
etc.

promoting the public relations

~ activities and international

cooperation, appeal for
management layer, promotion the

k . developing the human resource

31



Points of Basic Policy of Critical Information Infrastructure Protection

Critical Information Infrastructures: 13 Sectors  Role of NISC

1. Ir?form_ahon and Communications v" Coordination and Cooperation among stakeholders

2. Financial (Operators; Government agencies; industry

3. Aviation organizations)

4. Railway

5. Electric Power

6. Gas

7. Government and Administrative Services Basic Policy

(including municipal government)

8 Medical * Maintenance and promotion of safety

9 Water principles

10.Logistics * Enhancement of information sharing system
,  Enhancement of incident response capability

11.CherT1|ca| * Risk management

12.Credit Card * Enhancement of basis for critical

13.Petreum information infrastructure protection



2. Major Points of The Basic Policy of CIIP (1/2)

Purpose of “critical information infrastructure protection"

In order to safely and continuously provide the critical information infrastructure services and to avoid serious
effects on the public welfare and socioeconomic activities from

CIl services outages resulting from cyber-attacks, natural disasters or other causes, all stakeholders
should protect the critical information infrastructures by reducing the risk of Cll services outages as much as
possible and by ensuring prompt recovery from the outages.

"Basic principles”

In the first place, critical information infrastructure operators should implement measures for critical information
infrastructure protection on their own responsibility.

On a basis of mission assurance for all Cll, the a sense of security should be nurtured among the public through
ClIl protection activities in cooperation between Government and private sectors.

» The critical information infrastructure operators should respectively take measures and make effort for continuous
improvement of those measures as entities providing services and bearing social responsibilities.

« Government organizations should provide necessary support for critical information infrastructure operators'
activities for critical information infrastructure protection.

» Each critical information infrastructure operator should cooperate and coordinate with other stakeholders due
to the limit of each operator’s individual information security measures to address various threats.




2. Major Points of The Basic Policy of CIIP (2/2)

Review 5 Activities based on the Basic Policy from 3 Main Points below

(MDPromotion of Leading Activities of some
Cll Operators (Classification)

(@Enhancement of the Information Sharing
Structure Looking Toward The Olympic
and Paralympic Games

* Promotion of the leading activities of some
operators in domains such as electricity, ICT
and finance that are depended by other ClI
Operators and cause a big impact on the
society even if short IT outages occur

» Ensuring the mission assurance of entire ClI
operators by expanding the leading
activities for other operators

+ Promotion of the information sharing by
diversifying the contact formation, creating the
level classification of incident severity,
preparing the information sharing platform,
and expanding the provision of information

* Expansion of the scope of information sharing
in Cll domain

» Sharing the information regarding operational
technology and loT etc.

* Enhancement of the incident response
capability by continuing and Improving of
exercises

b 4

Maintenance and Promotion
of The Safety Principles

Enhancement of
Information
Sharing System

-

@ Activities based on Basic Policy

Enhancement of
Incident Response Capability

@®Promoting the Incident Readiness Based
on Risk Management

Promotion of the penetration of risk
management into Cll operators and
preparation of incident readiness including
preparation of CSIRT and contingency plan in
order to ensure the safe and continuous
provision of CII services.

.3

Risk Management

Enhancement of
The Basis for CIIP

&

$§:@
|

» Until 2020 Tokyo Games (Review will be summarized after the Games)




Peace and Stability of International Community and Japan’s
National Security

Governing Principle: Proactive contribution to peace in cyberspace

B Ensure Japan’s National Security
« Improving Cyber capabilities

B International Peace and Stability
« Rule of law in cyberspace, confidence building

B International Partnership
« Cooperation in a wide range of area

35



Cyber space and International Law (GGE, June 2015)

“In their use of IC1s, States must observe, among other principles of international law,
State sovereignty, the settlement of disputes by peaceful measures, and non-
intervention in the internal affairs of States.”

€¢

xisting obligations under international law are applicable to State use of ICTs and

States must comply with their obligations to respect and protect human rights and
fundamental freedoms.”

“States must not use proxies to commit internationally wrongful acts using ICTs, and

should seek to ensure that their territory is not used by non-State actors to commit such
acts.”

“The UN should play a leading role in promoting dialogue on the security of ICT5s in
their use by States, and in developing common understandings on the application of
international law and norms, rules and principles for responsible State behavior.”

(Source) UN General Assembly, Group of Governmental Experts on Development in the Field of Information and Telecommunications in the Context of International Securit?QJune 2015)



G7 Ise-Shima Summit (May 2016)

/l G7 leaders reaffirmed basic principles on cyberspace and
endorsed the G7 Principles and Actions on Cyber as an
annex document to promote and protect an open,
interoperable, reliable and secure cyberspace.

B G7 leaders decided to establish a new G7 working group on
cyber to enhance policy coordination and practical cooperation
among G7 countries to promote security and stability in
cyberspace.

\_

G7 Ise-Shima Leaders’ Declaration on Cyber (summary)

v" To take decisive and robust measures in close cooperation against malicious use of cyberspace
v" To reaffirm that no country should conduct or knowingly support ICT-enabled theft of intellectual

property, including trade secrets or other confidential business information
v To reaffirm that international law is applicable in cyberspace.
v To promote a strategic framework of international cyber stability consisting of:
— The applicability of existing international law to state behavior in cyberspace,
— The promotion of voluntary norms of responsible state behavior during peacetime, and
— The development and the implementation of practical cyber CBMs
v' To promote a multi-stakeholder approach to Internet governance

37



[ Overview of Tokyo 2020 and its circumstances ]

Asset owners Mission owners
(= prime responsibility holders) (= prime responsible coordinator)

National governmen
People(including ational government

audience and foreign

tourists)
Critical Infrastructure Society
Entities(CIE)
* (Local/National) >
government Infrastructure / Public services
* Partners
. Suppliers >Services/SuppIies/Venues
« Contractors :
« (Local/National) The Olympic/
government Paralympic

———  (Games TOCOG

- TOCOG/I10C




[ Cybersecurity stakeholders of Tokyo 2020 ]

Critical Infrastructure

Entities(CIE) w
CIE Regulators

Governmental \‘
Olympic/Paralympic ' Olympic/Paralympic Games
CSIRT
erse \
\\
\-___, CIRT2020
e e

B National government

M TOCOG \ Securlty Intelligence Center —

™ Local government So Intelligence Agencies

™ Private Organizations ~—

i_1 To be established Law Enforcement Agencies




Cybersecurity Measures for Tokyo 2020 Olympic/Paralympic Games NiscC :\

Government of Japan promotes cybersecurity measures of essential service providers for the Games based on risk assessment and
discusses to establish Governmental Olympic/Paralympic CSIRT as a core organization of information sharing among stake holders.

Summary of measures

o Listing-up of essential service providers that can affect
Games operation.

o Preparation of the procedure for the chosen providers’ self
risk assessment to promote their cybersecurity measures.

o Establishment a discussion group for Tokyo 2020 cyber
Establishment of incident security structure among the members of cybersecurity
response(IR) structure community of Japan to discuss the details.

(for quick and precise responses
against incidents)

o Trial operation of information sharing structure consist of the
group members during G7 Ise-Shima Summit and Rio 2016
Olympic/Paralympic Games.

Schedule for Tokyo 2020

[ ] FY2015 FY2016 FY2017 FY2018 FY2019 FY2020
| | | | |

Listing-up of essential services Continuous revision
coordination I I I

Continuous revision

|
Drafting of RA procedure

on RA

[
sk assessment by chosen service providers (repLate d assessment until TokyJ 2020)
Cybersecurity measure based on RA

Cybersecurity
measures based

R

‘ Establishment of Olympic/Paralympic CSIRT

| | | | |
14
— Discussion of cybersecurity structure for Tokyo2020
2o [ I I Operation in
T 5 Coordination among stakeholders Trial operation the Game
ES ' ' time
< 2
N =
a v
©
7
Ll

Trial operation of Info-sharing structure (preliminary exercises)

Exercises and trainings
| | | I




Risk assessment for Tokyo 2020 Olympic/Paralympic Games NiSC :\

+ Based on London2012’s practices, NISC promotes risk assessment for continuous and safe provision of essential services for Tokyo 2020.
* NISC requested service providers that can affect the Games’ operation to perform their self assessment in the explanation meeting.

Abstract 41 49 43 #4~
o NISC provided the procedure to identify, analyze and |[SZEE Fvy2o181Q Fy2018Q4
Tokyo 23 wards Tokyo and local cities Tokyo and local cities

assess security risks to promote risk management.
o Based on regulators’ cooperation, NISC identified Fy2016 FY2017 FY2018
essential service providers that can affect Games
operation, and requested them to perform the
assessment.
o Several assessments are planned until 2020.
- Expanding of service providers
+ Brushing-up of the procedure and risk scenarios

— Risk Assessment #1

Based on the discussion of

o Risk Assessment #1 targets service providers in Tokyo 23 wards. Tokyo 2020 HAQ

O NISC invited service providers to the explanation meeting in September.. cybersecurity WT, NISC _
The providers were requested to perform their self-assessment until conducts the promotion Cooperation
December. NISC will receive their result reports and draft the summary o under cooperation of TOCOG

regulating authorities and

the results until March 2017. local government > m
o Service providers were requested to address the identified risks by '
themselves request
_ v [ repor v |
Schedule of Risk Assessment #1 Regulating Local

ministries Government Public coopration

/agencies

Selection of service providers > Risk handlings > request report request v report
(NISC, regulating aulthorltles) By e (service providers)
Drafting of risk assessment procedure (service providers) Result report and Service providers Service providers g3 organizations
(NISC) Preparation of #2 (NISC) performing the
|

risk assessment 4




5 Words to bring back Trom loday's
Presentation

1. “2015”

2. The Cybersecurity Strategy

3. “2020”

v’ “2020” is the target year for each policy
v' Human resource, Cll protection is important issues in FY2016



Fishing using “Kakkoii!!” contents

“Kakkoii!l” means “Wow it’s cool!!” in Japanese.
An important factor for young people to decide their future direction

* In our “New information security public awareness raising
program”

e Utilization of media familiar to the public

* As a way to appeal to every citizen, attention should be paid to
the influence of media (comics, songs etc.) familiar to the
public, and efforts in collaboration with businesses and
creators dealing with these are also expected to be effective.



Raising Awareness is important, too.

Enjoying Pokémon GO Safely!

Annual Cybersecurity Month 2017 (2/1-3/18)
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2017 Cybersecurity Attention Reminding
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Consideration on Cybersecurity Policy towards 2020 and beyond

: Complexity
Iv' “Servitization” of Cyber attack

:/ Increased dependence on IT in Clls

[Agendas and major consideration items]

'Enhancement of loT security )

Coverage Expansion
v Increase of threats on local Govs.
v' Increase of threats on advanced
Technology Owners

I Globalization

I IoT devices

Reinforcement of measures required

towards 2020 and beyond

ClIl protection reinforcement

(ex. PPP)
v International standardization on loT

v Improvement of loT device security }
security

International action
reinforcement

information and etc. among like-
L minded countries

(v Sharing and collaboration of threat }

[Schedule] This summer

by Next summer

v Nation-wide sharing of incidents/threats
information among Clls

v' Sophistication of GSOC utilizing
advanced technology

v Cyber-Alert system

v More Collaboration between (physical)
crisis management

)

Collaboration

Measures implementation

e N

Measures reinforcement on Other
stakeholders

(v Support for the security level
improvement of local governments

v’ Support for the security level
improvement of advanced technology

L owners (Ex. Universities)

'Measures reinforcement
Towards 2020 Tokyo Games

v Olympic CERT

v Risk assessment of critical service
providers

v Exercise and training

____________________________________________________________________________________

Work Policy decided at Cybersecurity HQ

_____________________________________________________________________________________

:\/ Exponential increase and diffusion of

I\/ Increase of simultaneous global cyber j
-



End of Presentation
Thank you for listening |

Please ask me if you have any questions.

" I s c A’% NMational center of Incident readiness and
\4

Strategy For Cybersecurity
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