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Going forward, there will be more and more interconnected devices or objects in various market verticals, this is what we call Internet of Things

or Internet of Everything. All those objects being interconnected to the cloud, each and every object could be a threat for the whole network.

Therefore the security of the objects or the devices is key. Even more, security will become one of the most important asset of the digital world.

OUR VISION
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Industrial systems, a new target

Attacks on industrial systems are nowadays real:
Large deployment ⇒ attacks scale
Physical access to the devices ⇒ physical attacks
Remote access to the devices ⇒ cyber attacks
Do not always run an OS
Little protections
Problem of updates
Little or no configuration
Many vulnerabilities

⇒ Importance to strengthen the security of industrial systems
against both cyber and physical attacks.
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Most frequent attack methods on SCADA

Attack coverage

with CyberCPU

Source: https://threatpost.com/dell-threat-report-claims-100-percent-increase-in-scada-attacks

EUROPE | APAC | JAPAN | AMERICAS | www.secure-ic.com | contact@secure-ic.com
2017 All Rights Reserved | Confidential | Property of Secure-IC 5 / 24

https://threatpost.com/dell-threat-report-claims-100-percent-increase-in-scada-attacks


Most frequent attack methods on SCADA

Attack coverage

with CyberCPU

Source: https://threatpost.com/dell-threat-report-claims-100-percent-increase-in-scada-attacks

EUROPE | APAC | JAPAN | AMERICAS | www.secure-ic.com | contact@secure-ic.com
2017 All Rights Reserved | Confidential | Property of Secure-IC 5 / 24

https://threatpost.com/dell-threat-report-claims-100-percent-increase-in-scada-attacks


CyberCPU weaknesses mitigation :

• Authentication Issues CWE-287

• Buffer Errors CWE-119

• Code CWE-17

• Code Injection CWE-94

• Command Injection CWE-77

• Configuration CWE-16

• Credentials Management CWE-255

• Cross-Site Request Forgery (CSRF) CWE-352

• Cross-Site Scripting (XSS) CWE-79

• Cryptographic Issues CWE-310

• Data Handling CWE-19

• Format String Vulnerability CWE-134

• Improper Access Control CWE-284

• Indicator of Poor Code Quality CWE-398

• Information Leak / Disclosure CWE-200

• Information Management Errors CWE-199

• Injection CWE-74

• Input Validation CWE-20

• Insufficient Information NVD-CWE-noinfo

• Insufficient Verification of Data Authenticity CWE-345

• Link Following CWE-59

• Location CWE-1

• Numeric Errors CWE-189

• OS Command Injections CWE-78

• Other NVD-CWE-Other

• Path Equivalence CWE-21

• Path Traversal CWE-22

• Permissions, Privileges, and Access Control CWE-264

• Race Conditions CWE-362

• Resource Management Errors CWE-399

• Security Features CWE-254

• Source Code CWE-18

• SQL Injection CWE-89

• Time and State CWE-361
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CyberCPU:
a complementary technology against cyber-physical attacks
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Why shall we react quickly against memory errors?

Code

Stack Control flow

ROP

¬ smash the stack,
 exploit in a few instructions.

EUROPE | APAC | JAPAN | AMERICAS | www.secure-ic.com | contact@secure-ic.com
2017 All Rights Reserved | Confidential | Property of Secure-IC 8 / 24



Why shall we react quickly against memory errors?

Code

Stack Control flow

ROP

Analyzing behaviour =⇒ way too late!
Wait for next execution slot =⇒ also too late. . .
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Pros and Cons of hardware-based solutions

Pros:
Real-time detection: stops
the injection before malware
is spread
Maximal coverage of code,
always on
Hardware = simple, hence
less chance to have a bug
Cannot be exploited
(unavailable to the attacker)
No false positives, because
we trace low level execution

Cons:
More hardware = more
costs, more validation
Requires a new design,
hence cannot be used with
COTS.
Alternatives:

¶ Augment an existing
processor (example of the
SPARC LEON)

· Design a new processor
(example of a security
crypto-processor)
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¶ LEON patch

gaisler/leon3v3/iu3.vhd

cybercpu/leon3v3/iu3 patch.vhd

EUROPE | APAC | JAPAN | AMERICAS | www.secure-ic.com | contact@secure-ic.com
2017 All Rights Reserved | Confidential | Property of Secure-IC 10 / 24



¶ LEON patch
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· Security (crypto-)processor

Simple instruction set
No cache, hence no cache attacks
Accelerated for crypto: slow-down is
mitigated
Embeds physical protection: shield +
sensors, and a management unit to
aggregate them securely

EUROPE | APAC | JAPAN | AMERICAS | www.secure-ic.com | contact@secure-ic.com
2017 All Rights Reserved | Confidential | Property of Secure-IC 11 / 24



Presentation Outline

Introduction – corporate presentation

Threats

CyberCPU: a hardware-assisted cyber-protection technology

Technical solution
Overview
REV protection
PCX protection
SCALL protection
HCODE protection

Roadmap and conclusions

EUROPE | APAC | JAPAN | AMERICAS | www.secure-ic.com | contact@secure-ic.com
2017 All Rights Reserved | Confidential | Property of Secure-IC 12 / 24



CyberCPU project

The four protections:

Protection type Protected asset RE
V

PC
X

SC
AL
L
HC
OD
E

Preventive Code X
Preventive CFG X
Detective Code X
Detective CFG X X

CFG: Control Flow Graph.
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CyberCPU: the REV protection

The processor is added an instruction “REV”, which allow the CPU
to switch to “encrypted code” mode.
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CyberCPU: the PCX protection

The processor “encrypts” the PC before saving it on the stack.
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PCX integration
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PCX integration
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CyberCPU: the SCALL protection

Dual usage of the technology:
in a security context: inform the OS of the mismatch,
in a safety context: restore the PC, so that the system comes
back to a stable state.
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CyberCPU: the HCODE protection

T[PC]≠jmp

Check
PC

in BB

Alert
CFI

nPC  Succ[PC]∈
⋀ T[nPC]≠jmp nPC  Succ[PC]  ∉

Init
Signature
Signature=

SignUpdate(IV,instruction)

Alert
code

Integrity

T[PC]≠jmp

T[PC]=jmp ⋀ Signature≠S[PC]

Program execution CFI with Basic Blocks

Check
PC

end BB

nPC=PC+1 ⋀ T[PC]≠jmp ⋀ 
T[nPC]≠jmp

nPC=PC+1 ⋀ 
T[PC]≠jmp ⋀ 
T[nPC]=jmp

nPC≠PC+1 ⋀ T[PC]≠jmp

Update
Signature
Signature=

SignUpdate(Signature,instruction)

T[PC]=jmp ⋀ 
Signature=S[PC]

Update PC
PC=nPC

¬irq

Branch IRQ
PC=&irq_hld

irq

nPC T[nPC]

memory
Instruction 
(opcode)

nPC  Succ[PC]∈
⋀ T[nPC]=jmp 

T[PC]=jmp ⋀ Signature≠S[PC]

T[PC]=jmp ⋀ 
Signature=S[PC]
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Hardware implementation of HCODE

Processor

Data
Cache

Inst.
Cache

PC

AMBA Ctrl

AMBA BUS

Opcode
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Hardware implementation of HCODE

Processor

Data
Cache

Inst.
Cache

PC HCODE
Hardware
Module

AMBA Ctrl

AMBA BUS

Interrupt

Opcode
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Hardware implementation of HCODE

Processor

Data
Cache

Inst.
Cache

PC

PC hashPC hash
PC hash
PC hashPC hash
PC hash
PC hashPC hash
PC hash
PC hashPC hash
PC hashFIFO

AMBA Ctrl

AMBA BUS

AMBA Ctrl

Interrupt

Opcode

HCODE 
CTRL

CRC mod

Config 
registers

AMBA Ctrl
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Springer, 2014.
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Normalization

ISO 20897: Physically Unclonable Functions, with Soshi
HAMAGUCHI
ISO 20085: Calibration of Side-Channel Platforms, with
Hirofumi SAKANE
SP WBC: Contributed document with Shinsaku KIYOMOTO
and Jean-Louis LANET
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New topics

IoT:
PUF: metrics and stochastic models, to increase the
confidence for wider adoption

Automotive:
Innovative techniques to prevent & detect Trojan horses
Safety vs security tradeoff
High perf, low latency cryptography
Resilient hardware in harsh environment
Security architecture

5G:
Secure-IC will be the moderator of the 1st security session held
in a 5G summit

Quantum-safe cryptography:
Hardware acceleration, CC and FIPS-140 ready
With built-in resistance to cache-attacks . . . . (my presentation
tomorrow in WG4)
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Publications on CyberCPU technology
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Protection and Reverse Engineering Workshop 2014, PPREW 2014, January 25, 2014, San Diego,
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[4] Sylvain Guilley.
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KEY TECH

CORPORATE PRESENTATION

ANTI-TAMPER TECHNOLOGIES
Shielding, Tampering detection, digital attack sensing, data 
at-rest/in-transit scrambling.

TUNABLE CRYPTOGRAPHY
Ideal balance between security level and 
performance.

STRONG SECRET STORAGE
Secret generation tool based on Physically
Unclonable Functions (PUF).

HIGH-QUALITY RANDOM GENERATION
Digital TRNG with resilience against harmonic
injection, DRBG for high bitrates requirements.

PRE-SILICON EVALUATION
Emulation of the design behavior, simulated
attacks in perfect confitions.

POST-SILICON EVALUATION
Security evaluation of the SoC against state-of-
the-art attacks.

CONTENT PROTECTION
Digital watermarkking to hide irremovable and 
invisible mark into a signal or a dataset.

POST-QUANTUM TECHNOLOGIES
Security technologies renewal prior to the 
quantum era for a safe and sound transition.
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KEY TECH

CORPORATE PRESENTATION
PROTECT 

SECURYZR
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EVALUATE – THE KEY TO A GUARANTEED CERTIFICATION

CORPORATE PRESENTATION

LABORYZR

DOWNSTREAM ANALYSIS
on ASIC, FPGA, device

UPSTREAM ANALYSIS
on VHDL/Verilog Source Code

LEAKAGE EXTRACTION
via Data Mining

PERFORM SIDE-CHANNEL ATTACKS AND FAULT INJECTION ATTACKS ON HARDWARE AND SOURCE CODE

USE BIG DATA PROCESSING TO DRAMATICALLLY INCREASE YOUR ANALYSIS CAPABILITIES

EVALUATE 

LABORYZR
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TRAINING & METHODOLOGY
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SERVICE – THE SECURITY SCIENCE EXPERTISE

CORPORATE PRESENTATION
SERVICE 

EXPERTYZR
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EXPERTYZR

Standardization
Targeted Advanced 

Studies

Collaborative Projects Tutorials/Training

Consulting/Expertise

Explore new Fields at the 

frontier of the state-of-the-art

Learn everything you need to 

know from theory to practice

Prepare the up-coming 

challenges

Answer every request during 

the whole design cycle

Preparing and drafting new 

emerging rules
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