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Sovereignty

“The Organization is based on the principle
of the sovereign equality of all its Members”
UN Charter, 1945

Peace of Westphalia, 1648.
Thirty Years War in Europe

Principle: no interference
iINn domestic affairs

Pragmatic, not moral
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. Global Risks 20th century

Special spaces

High sea

gUtt?r space Special dimensions

A’:C IC : nuclear technologies
mosphere ozone-depleting chemicals

biochemical weapons
human rights

Principles of international community
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Special spaces

Law of the Sea, 1958, 1982, 1994 (ratification)
UN Convention (UNCLOS)
e mare liberum principle (Hugo Grotius, 1609)
e safeguarding marine environment
e protecting freedom of scientific research
e controlling mineral resource exploitation

S

Outer Space Treaty,1967/
UN Committee on the Peaceful Uses (COPUQS)

* precludes any claims of national sovereignty
e permits all states to freely explore outer space
* pans weapons of mass destruction
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. Nuclear non proliferation

2 atomic bombs, 1945
2000 nuclear tests i
14500 nuclear weapons

Limited Test Ban Treaty (atmosphere), 1963
Non-Proliteration Treaty, 1968

Bilateral Strategic Arms Limitation Treaty, 1972
Comprehensive Nuclear-Test-Ban Treaty, 1996 (signed)
|AEA Verification mission

Treaty on the Prohibition of Nuclear Weapons (TPNW),
UN Conference, 2017
As today 19 States ratified. Enters into force with 50 States
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+, Ozone-depleting chemicals

Absorption of UVB radiation

Fundamental implications for health

Evidence of depletion in late 1970's
Political & commercial interests

Montreal Protocol, 1987
ban on chemicals
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+ Complex embeddings

Digital embedded
iINnto geography

uman society embedded
INto natural environment

https://maps.esri.com/rc/cable/index.html
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https://maps.esri.com/rc/cable/index.html
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034 Comp\ex embeddings

nature embedded
iINto human transformation
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reat acceleration

Socio-economic trends
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Steffen, Will, et al. "The trajectory of the Anthropocene: the great acceleration." The Anthropocene Review 2.1 (2015): 81-98.
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% WEF Global Risks 2018

A Tangled Web
Artificial intelligence “weeds” proliferate, choking oft the
performance of the internet

e Precision extinction
Al-piloted drone ships wipe out a large proportion of global fish
stocks

e War without Rules
State-on-state cyberattacks escalate unpredictably owing to a
lack of agreed protocols

« Walled Oft
Regulatory, cybersecurity and protectionist concerns lead to the
fragmentation of the internet
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Need for System Thinking
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;. Drastic changes ahead

CARBON CRUNCH

There is a mean budget of around 600 gigatonnes (Gt) of carbon dioxide left to emit before the
planet warms dangerously, by more than 1.5-2°C. Stretching the budget to 800 Gt buys another
10 years, but at a greater risk of exceeding the temperature limit.

Delaying the peak by
a decade gives too
little time to transform

the economy.

Peaking emissions
now will give us

25 years to reduce
emissions to zero.

Historical emissions*

20 -+ 600-Gt carbon budget

2016 peak (best)
2020
lO T _2025 ...................................................................................................................................

800-Gt carbon budget
2020 peak

CO, emissions (Gt per year)

1990 2000 2010 2020 2030 2040 2050
*Data from The Global Carbon Project.
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= Vertical vs horizontal control?
&

Need for norms and protocols in the Cyberspace to ensure
* No escalation
e Deterrence
* Non proliferation
* Prohibition of classes of cyber-weapons

TALLINN
MANUAL 2.0
International framework INTERNATIONAL
. . LAW
 Old laws applied to new paraohgm APPLICABLE TO
« UN Chal”[er, OPECRYP?T]::II({)NS

e (Geneva Conventions,
e [Laws of Armed Conflict,
e New laws?

”~
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. Attempts for UN control

7Z S\
o ()
1998 First UN Treaty proposal \\s 74

ban on electronic & information weapons =7~
, , , United Nations
Russia & China favors, US against

I'TU World Conference Dubai 2012
political clash between blocks on the role of UN

UN Group of governmental experts (UNGGE) 2004
2015 Norms adopted by G20
2017 Fallure to agree
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US Position

Against new UN vertical framework

Cyberspace as a Common pool resource
With community self-organization (Elinor Ostrom)

Promotion of norms
e taboo against targets vs weapons
(compliant with humanitarian laws)
 private retaliation to attacks
o extraterritorial laws

Bilateral agreements
 EU-US Privacy Shield

o China US 2015 agreement on cyber espionage for commercial purposes
after conflict on IPR & US indictment of PLA officers
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- Regime Complex

T h e I N te 'n et International Law
Conventions Human Rights
0, f T 'U St UN Charter, UNGA Regimes
INTERNET GOVERNANCE FORUM Resolutions and LOAC ICCPR —

Government Groupings
G8, G20, 3G and OECD

UN — WSIS Process \

IGF, WSIS and WGIG

UN — 1/3 Committee
GGE

Telecom Regimes

Incident Response Regimes Conferences ITU (ITRs) and GUCCI
IWWN, Meridian Process and \

London Process,
FIRST : International Policy Standards : NETmundial and Regional Organizations
‘ 1 ICANN, IANA, ISOCand RIRs ¢ ‘et Group CoE, OSCE, SCO, OAS and ARF
I(r:\telllgen'ce Corporate Decisions [ [
ommuni . .
Allioncl:es 4 ISPs and telcos (including : International Policy Standards : 'C"depe,"d,e"' v —
routing and content) } TETF, WaC and IAB : ommissions Civil Rights Organizations
“Five Eyes” and e e Toomas Hendrik EFF, Freedom House and Access
Bern Group lives Carl Bildt 7
N\ : : -
: Track One and Two . International Finance Institutions
e Dialogues Industrial ICT Standards IMF, World Bank, EBRD, OECD DAC
Council of Europe Convention on : IEEE and SIG andll(:'r‘ﬂ) ' '
. US/China and
Cybercrime and INTERPOL Europe/China /
Trade Regimes
, it REEREX ﬁ\ Intellectual Property Regimes |~ ~
World Internet WIPO and ACTA WTO and Wassenaar
Conference Arrangement
' BT £ - Wurhen Summit
| Harvard Kennedy School Joseph Nye. The Regime Complex for Managing Global Cyber Activities. 2014.
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. Regime complex
& for climate change

/ Expert Assessments

UN Legal Regimes

(UNFCCC; subsidiary agreements [Kyoto
Protocol); funding mechanisms [GEF); and

(IPCC; national assessments)

political agreements [e.g., Copenhagen))
Specialized UN Agencie
(regulation of ozone-depleting gases Bilateral Initiatives
that also affect climate warming) (e.g., US-India; UK-China)
Clubs
Unilateral Action (e.8., MEF, APP, G20, G8+5)

(e.g., California or Industry [CCX]
rules on offsets)

Multilateral Development Banks

(e.g., World Bank PCF, Forestry and Adaptation

'undS) /

Financial Market Regulation Nuclear Suppliers Group
(e.g., cross-border emission trading) (e.g., vis US-India nuclear partnership)
IPR; BITs and other Investment Regulation GATT/WTO
(e.g., affecting incentives to deploy new technology) border tariff (e.g., border tariff measures in
measures in unilateral policies) unilateral policies)

Keohane & Victor. "The regime complex for climate change." Perspectives on politics 9.1 (2011)
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What Sovereignty”

S

From control of territories
to
networks of control
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