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IN A NUTSHELL

« Binary-level security analysis: many applications, many challenges

« Standard techniques not enough

 Formal methods can help ... but must be strongly adapted

« [Complement existing methods]

* Need robustness, precision and scalability!

« Acceptable to lose both correctness & completeness — in a controlled way
 New challenges and variations, many things to do!

« This talk: our experience on adapting source-level safety analysis
for binary-level security

Sébastien Bardin -- 5th France-Japan Cybersecurity Workshop, 2019



ABOUT FORMAL METHODS

m Between Software Engineering and Theoretical Computer Science

m Goal = proves correctness in a mathematical way

|Success in safety-critical |

Model Source code

[xsmul T i = Wk
®impkh int c=y;
while (=0} do {
k++;
E=0 o=}
retum k;

}

Key concepts : M = ¢

M : semantic of the program

@ : property to be checked
= : algorithmic check
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A DREAM COME TRUE ... IN CERTAIN DOMAINS

Verification of
m runtime errors [Astrée]
m functional correctness [Frama-C *]

m numerical precision [Fluctuat *]

m source-binary conformance [CompCert]

m ressource usage [Absint]

* : by CEA DILS/LSL
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NOW: MOVING TO BINARY-LEVEL SECURITY ANALYSIS

Model Source code
- int foo(int x, inty) {
Rl int k= x;
int c=y;

while (c>0) do {
k++;

¢}

return k;

QA
=3 Office -
& }

Assembly

Executable

_start:

ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5FSD1E0835715697
cmp B O 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3

00113456735FFD451E13AB080DAD

344252FFAADBDA457345FD780001

label: FFF22546ADDAE989776600000000
move @100 B
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OUTLINE

« The success of formal methods for safety

 Why binary-level security analysis?

 The hard journey from source-level safety to binary-level security
« Qur approach

e Conclusion
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WHY BINARY-LEVEL SECURITY ANALYSIS?

Malware comprehension ‘

Ransomware

|

‘ Protection-evaluation ‘

Obsidium
JD Pack
WinUpdck

Armadillo

ackman

EP Protector
ACProtect k

TELockSV
Yoda's Crypter
Mewg =
Neolite

UPXMoleBox

Crypter Rda's Protector

Pack

BoxedApp

Petite
nPackPE Spin
Enigma,

Pack

MysticVMProtect

(~FHemiDA

\_lMProtect

—

Vulnerability analysis

4BOE GORD Sdc3 5589 £5C7 pE17 GAAA BEhE 4EAE BEOA Sdc3 558
pE20

B00E BOBE 4SED BOOE
bFe GB21 BOED
e5cT @549 bfee
sdc3 5589 @583
0008 2148 bfle
Bbid B548 =i@b
00cE 459 BECE
0985 G0ed d961
ch45 FOBE cEAS
ABGF Ge08 B30
foge 756a 785 @edB
f@E 7415 807d fhoe y48f
AGHE BOBS cOHE G108 Gocd
FPO1 ctd5 FEED c645 FOOB g
foae 740F 45 o0 A

a1EE G0 cB45 paBE GEAD eS5e BLOE BOeR 5961 A0S
chds G645 fal3 BOTd fPo1 ce4s FEEO cBAS FODD cE45 fad
feag § c7e5 4ELf GedB fypg 7410 807d fe00 750s 705 485
froe 7oy c785 48bf GeBB gspp Gosd BO7d fcdE 758a c785 48b
feal 740 c765 48bf OcOB8 gipe Gope 807d fedB 740F C765 480
LEE]
fam
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741
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BUT ... THIS IS HARD!!!

’ w(-".f' .

e9 dd d9.

“.‘I.?i;.r' tn 20

' -INSTITUT

.
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DISASSEMBLY IS ALREADY TRICKY!

e code —data ??

 dynamic jumps (jmp eax)

Sections Code Assembly
text (Functions) — [.]
|
| ] ] ]
nqain ................ - | | |
[-]
66190N66N90 unknown L]
66 90 66 90 90 =
[-1
_libe_csu_init — E—
unknown o [[rep_rem
SoRsansanspse EENEE ERIFF BSeaECoEEEMaEE] " [
push ebx
fini J —LEMM_Proc ... | sub esp, 8
rodata _fp_hw, _IO_stdin_used Cae e oxisiy
08 B4 84 04 08 “val%din” add esp, &
[PI 1B 03 3B 28 00 @0 00 04 00 00 00 54 FD FF| ~wilchjump table pop ebx
.eh_frame_hdr L Lretn
m code m dead bytes m global csts m strings m pointers m other
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AND IT CAN GET WORST! (adversarial setting) Obsidiuin

D D .ll:’ F>€a45!5
t t H
Expressor., - °m
: Armadillo
---------- 80483d1 call +5 EP PI'OFi:agrE?I?OI‘
' -~ e f________________________:) ACProtect
. payload 80483d6 : pop edx TELOCkSVk
ponseos 1o sas feotom o | oONC 1)y v TS CTTTTTTTTTTTT T Yoda s C ter
:uum oy [esp-18hearg 14), esi g T g ryp
DON06BNC mov gs:, [esp-18hearg 28] brserpts pok.g » 80483d7 . add edx 3 8 N e llte
00506650 dec es 20nes 10 4_20= dword ptr 2ah
R Ama Bevties | ot i o 1 S S seesonss B e
[OBR8FNZZ , 1ART OF FUMCTION CAUME FOR sub S06018] (90486818 mov wg‘:uu eax 80483da : pu Sh edx UPXMOleBox
DO4UFAT2 lac_AOFATZ: ; Iptoduionane | [ooneoe2s mov  eax, feexeraxy b e o e
QOUEFAZ2 push duord ptr [ecx-aEan] 00406828 Lnc esi : H C p
smverare cail ::;l:-:::aulrnumlrv sy s ::;.:_ e 20483db : ret rypter Yoda's Protector
PONEraBe mov cax, [ecxv3Ch) 5
00N 0F ARG ::: :::' :::--n-| _____________ . -__-_-__-_-__-_-__-._ ______ AS Pchongpp
80483dc ! byte{invalid} PEtl
80483de [...] nPaCkaE S
" - . Setisoft Themlda
self-modification RLPack
-7 2 _ 1=+ 2 |
eg. )’ X . Mystic
encr ’[IOI’] ysticVMProtect
(for any value of x, y in modular ] yp ]
arithmetic) virtualization
! CO d e over | ap p1 N g Oxd0104d mov al, input_buffer(ecx] oty .
mov eax, ds:X d I Oxd01045 call ReadFile gx:g:ggg X ai’ gxzd trlecx] It
’ . O p aq u e p re I C ateS fx4@104b xor ecx, ecx ' S Ay eSS You are failure

mov ecx, ds:Y 0x40103b  jnz @x40107h

imul ecx, ecx -
callstack tampering s 1 3“"‘“"”

imul ecx, 7
sub ecx, 1

imul eax, eax 0x40105d inc ecx } —— 0x401063 ...
cmp ecx, eax bunny_slope@flare-on. con ex4010% cmp ecx, 0x18 > o
jZ <dead_add r> 0x401061 ]1 0x40104d J You are success

BINSTITUT
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list An old proverb comes true

Key concepts : M = ¢

We have a beautiful hammer
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OUTLINE

« The success of formal methods for safety

 Why binary-level security analysis?

« The hard journey from source-level safety to binary-level security
« Qur approach

e Conclusion
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Model Source code

BINARY-LEVEL ANALYSIS

int foo(i i
x>0 /x:i=x1 A et 25, (i) |
int k= x;
intc=y;
while (c>0) do {
K++;
-}
return k;
}
Assembly Executable
SIEI ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmpB 0 145FEDBCADACBDADA459700346901
f \ jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

 Low-level control (CFG?)

 Low-level data & memory

o . . = IRRNOT
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Attacker is evil

Nature is not nice
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No coding guideline

No annotation But absolute correctness is not required
Require full automation * «correct enough »

Low tolerance to false positive

.
universite
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SECURITY IS NOT SAFETY

e Source-level SAFETY Spec., parameter tuning, etc.

« Model: High-level language
* Properties: safety
« Algorithm: full correctness, possible help from user

Strong incentive to human assistance

no human assistance

low tolerance to false

* Binary-level SECURITY positive

« Model: binary-level code, possibly adversarial, + attacker
* Properties: safety, k-safety, « bugs vs vulnerabilities »
« Algorithm: robust & precise enough, fully automated

.
universite
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syntactic

ABFFF7B0BDT0GYACALD1001BDE4S CFG VA
1456347892 34ABFFERTBABDCF456
recovery

SAIBACEDO0SFSFEDIEDE35715697
145FEDBCADACBDADA53700346901
3456KAHA305GETHI45BFFADECAD3
00113456735FFD451E]13AB0BODAD
J44252FFAADBDAASTIA5FDTR0001
FFF22546ADDAEIEST 76600000000

m notion of abstract domain
1. T,u, M, C, eval*®

m more or |less precise domains
. intervals, polyhedra, etc.

m fixpoint until stabilization

# . D R Ko
J Te)— [l 0= i) 17
o ™ 1n
° il

(8 o ol ek M " '
j M) l .'-u]lljll:'r"” Il'l'm‘h -[ il

D [,

) rle) 76

o ) .
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<apparté> STATIC SEMANTIC ANALYSIS IS VERY VERY
HARD ON BINARY CODE

Problems
Jump eax
memory
Bit resoning

BINSTITUT =
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Robustness
 able to survive dynamic jumps, self-modification, unpacking, etc
« outside the scope of standard methods

Precision

« Machine arithmetic (overflow) and bit-level operations
« Byte-level memory, possible overlaps

 hard for state-of-art formal methods

Reasonable scale

.
universite
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OUTLINE

« The success of formal methods for safety

 Why binary-level security analysis?

« The hard journey from source-level safety to binary-level security
« Qur approach

e Conclusion
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Ceatech

i (Godefroid, 2005)

Tl THE GOOD CANDIDATE: SYMBOLIC EXECUTION l
PC:=T

int main () { com
‘ ‘ y = input()
int x = input(); z=2%y
int y = input();
int z = 2 * y; o = {x—=X0,7y = V0,2 — 2o}
if (z == x) {
if (x >y + 10) (z == x)
& XH- -
failure; \!pc;;r A 2y = Xg
}
success; ,[ (x> +10)

Given a path of a program
« Compute its « path predicate » f

 Solution of f < input following the path
« Solve it with powerful existing solvers




list THE GOOD CANDIDATE: SYMBOLIC EXECUTION

Ceatech

i (Godefroid, 2005)

int main () {
int x = input();
int y = input();
int z = 2 * y;
if (z == x) {
if (x >y + 10)
failure;

}

SUCCess;

x = input()

Good points:
* Precise (no false positive)

 Robust (symb. + dynamic)
« Extend rather well to binary code

\
i
\

-
}'}j,f+1D

Given a path of a program

o’ PC: —T;’x 2Yo 7 X0 / \

« Compute its « path predicate » f

 Solution of f < input following the path
 Solve it with powerful existing solvers PC:=T A2yp =X AxXo < yo +10

PC:= f’\?!,-‘g—}fgﬂx[} > yp + 10

W :
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list THE GOOD CANDIDATE: SYMBOLIC EXECUTION

Ceatech

i (Godefroid, 2005)

int main () {
int x = input();
int y = input();
int z = 2 * y;
if (z == x) {
if (x >y + 10)
failure;
}
success;

Given a path of a program

« Compute its « path predicate » f
 Solution of f < input following the path
« Solve it with powerful existing solvers

x = input()

Good points:

* Precise (no false positive)

« Robust (symb. + dynamic)

« Extend rather well to binary code

« concretization »

* Replace symbolic values by runtime values
« Keep going when symbolic reasoning fails
* Tune the tradeoff genericity - cost

PC:=T A2yg=Xxp AXo < yp+10

' BINSTITUT
CARNOT
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Forward reasoning

* Follows path

 Find new branch / jumps
« Standard DSE setting

Advantages
 Find new real paths
 Even rare paths

« dynamic analysis on steroids »

ALLOWS TO EXPLORE A PROGRAM

GRUB2 CVE 2015-8370

Elevation of privilege
Information disclosure

Denial of service

x40104d  mov al, inpnt_buffer‘[etx} o107y ...

1
0401053 xor al, Ox7d
0x401055 cnp al, data_str(ecx]
1
\ecx < 018
0140105 Lnc ecx Exd0106s ...

Q105D jnz Oxd107h
DabI%e cmp ecx, Bil8 e L
DAOIOE! 1 Guddlond

0x401045  call ReadFile
0x49104b xor ecx, ecx

You are failure

n

You are success

{hunﬂy_shpeﬂf lare-on,con

N

Sébastien Bardin -- 5th France-Japan Cybersecurity Workshop, 2019 | 25

o= {x =X,y Y,z 20}

D)
\’PC::T A2y =X
y
P

( o)
> 10
X vyt /

=
PC:=T A2y #x0 \
\
PC:=T A2y =x AXxg >yp+10

PC:=T A2 =xoAXp < Yo+ 10
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OUR KEY PRINCIPLES

« DSE is a good starting point for robustness & precision

« Can be adapted beyond the basic reachability case

e variants
« combination with other techniques

 Loss of guarantees

 Accept ... Butcontrol!
* Look for « correct enough » solutions

 Finely tune the technology
« Tools for safety are not fully adequate

Sébastien Bardin -- 5th France-Japan Cybersecurity Workshop, 2019 | 26




[SSPREW’16](with Josselin Feist et al.)
Use-after-free bugs esc7 6540 bige 0522

AR A6ed d9E1

BEEE Qo00s =Sa8

chds

BLEE

fada BeTd foee

645 900 c645

BEAE G6AR ebdhb

IBOE A6BE 4SA0

ABEE aldB bfle

-b4L fOBB cE4L fadl HBOTd frol ce45 FEEE cE4S foBB cE45 fad

AREE BORE Sdcid 5585 eLcV pgR17 GO68 AELHE AREE BEOE Sdci 558
BOOE BObE 4506 BAGEE B20 GOOE EOLE ASOO 008
5 AOEE a14B BFde
Very hard to find 8204 8548 =1k
Sequence of events Ceas rooa ceas
4BbF GedB @3IA0
Frol ceds FROO
foag 740fF
fe@@
fcap
CE45
4BhT
4Rbf Gedfk ATEO
ffop 748F -o7ES
feaE 758a c7O5
fclE 750a 705
cEds foBl cEd4%
5dc3 55D eS5cT
afle GBZ1 QBEO
25C7 G540 bfae
b4 B548 =10b QBFF eOch OF37 QOOZ GBE0 BbOd G548 =i0b OBF
10cE 45T @Bcé 45Fa GOCT 45F7 @0ct 45F8 00cE 45T 98CE 45F
] i |
|n a nee e |n t e ea 10bF Oe0B 0300 0000 BOTd FLOR 750a 785 40LF Gc0B AIG0 ADO)
i fcg@ 7560a C785 4Bof Gedd fpdd 7418 887d fcd@ 750a cTE5 4BD
Feoe 7415 s8e7d Thoe 740F O9oE G668 S07d FCOE 7415 867d fba

CASE 1: COMPLEX VULNERABILITY DETECTION
.

bf@e GEZL G2E0 O00DE
ebcs 45FH BECE

DSE |Ost fCBE 750a C7ES
foap 7415 887d
BLAE EBed
Fenm
Daal cods
DhRE Goed 9S00
fedld 7506 307d
YEEE BERR Sdc3
sdc3 5589 2583
1008 @0ed dSO1 BPOE C645 A548 hfee DBEZ RARE Ge% 4961 B8
IGEE QEBE =S5HE B1008 QBed c7os 4BRF OeEE BGEEE CODDE =5HE 610

BINSTITUT &
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CASE 1: COMPLEX VULNERABILITY DETECTION
[SSPREW’16](with Josselin Feist et al.) 005 00bs 4300 o000 TAmei20 U0 S0 DO 2553 oo

Ent aint 46 bfae BE2Z1 BEEE B6b
e5c? 9548 bfoe BEZ2 VP s¥s esc? 8548 bfoe BEZ
Sdc3 5580 e533 ecld

Sdc3 535892 e583 ecl
oEEh aldl bfd= GRE3 AEARE a41d8 hLES i &
Bb@4 B548 =10b 08

i . BBcE A5FO0 OBcE ASFa s. o e :
. ' ' BEAE B0ed dI91 ABHE A 54E e T "rﬂ'ﬂh
Static analysis Dynamic symbolic execution ceas 966 cods Fabl BIZEmirioae Tole coal Baea dgh b

WEightEd 48DF 0eGE @30Q4eeT B07d fugg 7502 <TP5 4BLF Gces S399 080

FBOS 4gp¢

fcod TSEz CES dBLT 203 fpgp ya1e s¢Td Foee TsegfcTas 48D
Feda 7415 gh7d fhof 740F gopn poas g07d Foos 744 BOTD fhe

GUEB slice BINSEC B608 006G =922 0108 €0e9 . 4gef oeop Deod ogle -~ooa Ble

Bi 3P0 f7ol c6gf FBOB c645 900 poprhoee <645 frol gfas FBEE ce4
inary—» — Fcod T4Af 705 ABbEETDE 45 Fapz BO7d Fcae f46F c7E5 48D
— B1aa ghel 52T BRAE C6A% qapp pEeR e95e PLEG BEEY 5981 OO
645 f968 £645 Taod BO7d ryg1 cs545 feae cegb T906 cs545 Tae

fedgf TEiGg 705 JBbLT BeB2 fipg 7418 se7d Fohe 758z 705 48b
S gl TS c7es 4BbT BePE gogp @eos so7d GEOE TS8a c7@5 48D
UaF Valldatmn : Fefid T4 _c705 4Bbf 0eDB pqpp gooe B07dA=28 T40f cTOS 48b
: LA 5331 0808 cBAS fepm EAAE S ABiAA Abed @981 G080

sas | free fo L BB/ fig ; BEG cG45 f981 cH45 fad
- . - 4BbF - 400 ag : 2 TEL A4ELF Be@d D400 000
] ] 2 BEcY dMgE BEEE ce4d5 F7El cad

e hodd FoAE 741 288 chag Fagd BA7d Fcas 741

4807 BelE @709 PEOE Ma CTES%IBERT fedd B799 006
ffod T48f c7@5 46bf Bo7d 29 T48f c7B5 48b
028 A0el 9908 0004 e9%e DEME O0eS 9923 000
c645 988 cG45 faes Ba7dy fEE® cE4a fogd cs4s fad
fe@h T50a 735 48bf B=i3 g07d F=080 WS5Ha —TA5 48b

A Pragmatic 2-step approach FE3 TE6: 5oog 198G 9307 kg omno e roee NG cras
. : 0092 2960 coto ches co cros Wt ek 0309 ave\codn cbs
« Step 1: incorrect but scalable S e e ooz oord 1101 clys {po coas 301 Xas Tao

0403 Sdc3 5589 =53¢ 054
1808 00E6 Sdco3 5585 e5cT pE1? G000 WOLE AR08 0066 Sdo M S5E!

. B0 pEhE 4500 BREE S5dcd A54R bFAs G&NY PEAA BEH B TeLEl

StepS 1+2 SCa|ab|e and CorreCt afae BEZ] BEE0 BObE SBEO SSEY eScT -‘-., hfae m niNg |
25CcT B548 bfoe DEZZ EEED pEER Sdc3 S5E9%ESCF BS54 BEZ

sdc3 3589 e583 eclf cTES aEbE 4288 God@ e esE3 acli
3008 2148 bfBc DBE3 FBOD 48LF D=BB 0160 DOND aldl bFo= DBE'
3b@d4 B54E =10b BEFf =OcS fET QEAZ ODEG BLAN B548 =100 BAF
06 45 F9 BOcS 45Fa BOCT 4LFT7 BOcE 45FE OOcE O 0Bcs 45F
IBEE BEeY9 4991 BRBE CH45 548 hFee ORGP DEEE 00 =T
ce45 T9EE c645 Tabl BB7d f781 cs545 fEEE ce45 T966 c645 Tad!
480F fe@d 8300 0008 BOTd fhbee 75Pa <765 48bF GeGd 0322 OO0
Fc@® TS@a cT@5 48bT Ge@E fhad 7416 E07d Fcdd TSGa cTO5 48bh-
Fecod 7415 BOTd fbod 7A0F poee GABE BOTd fc@d 7415 BAETH fhol
IGAA BEEE 2933 BLOE AOed -7EC AZRF OsEE DGO0 DOOE 202 OL00

Slice extraction Inputs generation:

UaF detection

Find a needle in the heap!
O

. . . ' CARNOT
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[SSPREW’16](with Josselin Feist et al.)

Static analysis Dynamic symbolic execution
Weighted

Slice
Binary—> GUEB —> BINSEC —»PoC

—

:Inputs generation:

Slice extraction UaF validation

UaF detection

Pragmatic 2-step approach

Step 1: incorrect but scalable
Steps 1+2: scalable and correct

* Find a few new CVEs
* Much better than AFL here

Find a needle in the heap!
e

aHEn
paGhH
bfae
escTr
sdc3
i T T g
Bh&Hg
518 Fuf
aEREa
CH4 s
480
sz ;]
=]
BEEHa
fral
fcoa
BlEa
[l
fedy
Tl
fofin
LGSR
G445
4B8hF
pRoe
A8 F
ffap
elclofa]
CcGAS
fedn
Fo@a
Femn
BGEH
cEds
Gl
1EDE
apan
afde
eRCT
Sdc3
Lo e B
E{elof ]
ol B Pt Y
a8
L
jahf
Fo@@
Fo@m
AGEDH

CASE 1: COMPLEX VULNERABILITY DETECTION
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ald@
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Entry point
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eg: 7y%-1# x?

(for any value of x, y in modular
arithmetic)

l

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>

CASE 2: BINARY-LEVEL PROOF

if (ax > bx) X = -1;
else X = 1;

Not addressed by DSE
« Cannot enumerate all paths

OF := ((ax{31,31}#bx{31,31}) &
(ax{31,31}# (ax-bx) {31,31}));

SF := (ax-bx) < 0;

ZF := (ax-bx) = 0;

if (= ZF A (OF = SF)) goto 11

X:=1
goto 12
11: X :=-1

12:
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@x491419

mov

dxc(%esp), heax

0x4013e@  push %ebp
ox4014e1  mov %esp,%ebp

1
0x401434  shl $0x2, %eax
1
0%48143c mov (%eax) ,¥eax

0x401441 mov %eax, %ecx
0x401446  mov %ecx, heax

0x401430  mov @x4 (%esp), %eax

8x401437 add $0x40al64 , Yeax

/ ox40144b  jmp *%eax

A

@x40141d  sub $0x4, keax
@0x4014290  imul  @xc(%esp),%eax
@x401425  mov %eax,@x4(%esp)
@x4@1429 cmpl $0x6, x4 (%esp)
@x40142e  ja @x4014a0
@x4e15a@ ... ex4e147¢
@x4@15a5 call D @x401475

@x4014fQ ...
call F1 @x4@14f5 call F2

0x401420 ...
@x4014a5 call F3

0x4016d@ leave
@x4@16d1 ret

With IDA + BINSEC

STIT

uT -
CARNOT NI
. PARIS-SACLAY




Case 2: BINARY-LEVEL PROOF

paths
lost in
computation

l
|
/ Backward bounded SE

/ « Compute k-predecessors

pathS over * Allows to prove things

« If the set is empty, no pred.

/ approximated

hackward
hounded

DSE
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“
x\ ;"
O O \"‘.,_ :
- O paths over
. / approximated
paths s
lost in | O backward
computation ", hounded
DSE
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« False Negative: k too small
 Missed proofs

« False Positive: CFG incomplete
« Wrong proofs ?!




“
\\ f,r
0 O A/
; O paths over
" / approximated
paths K
lost in O

computation

. backward

¢ bounded
DSE
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« False Negative: k too small
 Missed proofs

« False Positive: CFG incomplete
« Wrong proofs

* Low rate of wrong proofs
» Controlled XPs




CASE-STUDY: THE XTUNNEL MALWARE [BH EU 16, S&P’17]
Bl - part of DNC hack (with Robin David)

list

APT28, Fancy Bear, Sofacy, Sednit, Pawn Storm TWO h eaV| Iy 0] bfu S Cated sam p I es
inistrv o institution DNC Democratic .
e O e ermment o oSOl TV5 Monde  National Committee « Many opaque predicates

ance) GO\{e.rnment Bundestag
“irst seen Officials ' (Germany)

; |
AR Ry — Goal: detect & remove protections

Windohs pe) Javi0d) _'_”'____F_'_'.a%h_f_‘-‘é’f_\fin_d_ows 10 </|ﬂ€rﬁify 45% of code as spurio
- - e Fully automatic, < 3h
\y :

Political Activists ] JS)

|_\._1_‘I

L2

. ,j? C637 Sample #1 99B4 Sample #2
i . #total instruction | 505,008 434,143

s 0w B dalive |+279483 | w477
I -
-
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list CASE 3: finely tuning the technology

Ceatech

« SMT solvers are powerful weapons

« But (binary-level) security problems are terrific beasts

* Need to adapt them!

Two examples

« Scalability [LPAR 2018, Benjamin Farinier]
* Robustness [CAV 2018, Benjamin Farinier]

WL —
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Example 1: scalability (reasoning about memory)

o Reading in aatindex €T : select a i

Array theory o Writing in a an element e € £ at index i €1 : store a / e

 Necessary to model memory
select: ArrayZ & -1 — €

store: ArrayI & -1 — € — ArmayZ €

ROW rule may _
introduce case-splits

Vaie.select(store aie)i=e
Vaije.(i # j) = select (store a i e) j = select a |

Prevalent in software analysis Hard to solve

o Modelling memory o NP-complete

o Abstracting data structure ¢ ROW may require case-splits
(map, queue, stack...)

Hard for solvers
« Case-splits
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Not pure theory!

Reverse of a ASPACK-

protected code

Huge formula obtained by
dynamic symbolic execution

293000 select

4 hours of resolution

Stoy, ;

1o €Dg es

'tol‘e Scrlpt > Ultset

to. %e LOR < 7 getIn
Te2A.. S s Teeu.s Efna,

*) N A
dso"wun: SECURITY SERIES vy

SURREPTITIOUS
SOETWARE

OBFUSCATION,
WATERMARKING,
AND TAMPERPROOFING

FOR SOFTWARE
PROTECTION

Christian Collberg

and Jasvir Nagra

ist: 0QGqUyz )){ $mar err >set_sensiti e); } } if ($1jrilcGUichbXmi!=1){$HeecPhilknsaBr(
w:.kKU]f\Ili‘ =1){ } 1($CrOorGLihteMbPk=="")$XkLIFAuKIHQAYzB=0; switch($CrOorGLihteMbPk) { case 1: SXKLIFFKLHge
urn $APGVXMLrBASUZ; } function cXBdrelgeOysmbh ($ngshuTaaKlaekdk){ global $WigecCADHVilers; global $OIFWybOLM
P ssmn height/$BecHLBLAGOgXc[1]* $BecHLBLAGOENXc[@];} } else { SoejysSGfnZAtGQP-Sscreen_height/$BecHLBLY
,'m )3 SEQPavHSKCHCTMY = sqlite query(SMERFSVIeSVExn, "SELECT lage FRON lage WHERE 1d-0 °); §
q'); for (81 =8; $i ( 8; $ies) { i)@ﬂu(h’FVGttEd»WLlhtebPk[h} TE B34 if(SC
A" HSFGIMLYMVBO}“ X *,9); ot-${$FnZyB 5 ) else
:_file){ $ngsHuTaaKlqekIk=! sunage_me quorGumempk array( 10%,'mo’,"ro’, "1a’, "mm*, *rm’, " 1u”, "y’
dig( STErSCATPRAFPZYU, SgbeycOSHIKBEENY, SINMTEIGORIOS], szuyz-QGanGl ) { $f5mylmﬂfm11 - imagettfbbc
1{1] * $LechplLinFQVedZb - asil[e] * uL 5 }else { SULabzSHZaH
<FCp; $2rxBCrifcVPUj#Bo[ "h*]=S SKMev\‘(‘nthvaRf $2rxBCrHCVPUIFBo| “w* 4R054 1 $:
VicaodSyxiz-$zrBCrHcWPUIMBO[L]; 1 (SgbeycQSWLKBFFnUL=6) {STNAEPLTSkpDTLy=-16; ]else{sxmipuxskpnnwa } Sitet
UnHYTS)dVIghRH=imagesy (JWHABHCCYXHKT)/2- imagesy(§malSpuanszuhdu)/2; 1f (SugrEACEYMnAtiz=="u )uumvmav:
uguSzuhJu)/2; } [f(;smg«ymaz-- ©"){$YogbbPXcrLTDg r\iieurr)-

ikl g5 pl'b ] } 14(5L ght"){ § Ly =
DaX = 255 ; }1F($ooVGdS)Sy’6lEjt>127)(Soo\GdS]SyfﬁlEjt 18; } else{ MV(HSJSth 255;} L4 (5SToBeBCHZNE
EUTRIGIIGET =SHDKKZATC)alyz; STBBRAZPRWFPZYU = getimagesize( $tkofuTvRIGZIGEL); $q¥SGvaHLdyejyI=§TBr8tAZPF
($MeQaC

(CCyXgHET ) /18830 ){$#eQ2CIzk0) CyXgHET )/
ihJu)-S 5 IF (Shwgr iz=="0")§: jIm=! sH| 5 If (Blbegr iz=="m")j
($UHABmHCCyXENET)/2- Jup/2;8 CyXght1)/2- imsgesy(fmalv
swuimnccw@m)/z /2;} 1 387-="r" ){$YogbbPKerLTDG)Z-Lnages  (SWHABmt
->set_text(**); } sTans;avmsuhxumsALs[ elwrspyspepm 1; $TFnsiSsByFBSO0b->set_text(**); SWENZKUTQBQuie
mmvusmm )get text().” WHERE 1d=6"); } function XYyCTuPntlFeeVE (){ global SbpAGFKHBLsZxFybjglobal SHUERFS
XHGBRCFAvbomDK .* WHERE 16-6); } function 3 W, SwiFCR: $ByCzsorSXREIDPY
PLIiskpDTlv->get_text(); if ImLKATS qlite_query (S “UPDATE lage SET offset=".8G0«

Obsidium
JD Pack
WinUpdck

Arfigdillo
EP Protector

ACProtect
TELockSVK
Yoda S Crypter

Neodlite

UPXMoleBox

Crypter Rda 's Protector

Pack

Petite
nPackPE Sp|n

Setisoft g Them|da

Pack

MysticVMProtect

BINSTITUT
OT
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list Example 1: scalability (reasoning about memory)

Ceatech

 Our goal: dedicated formula preprocessing to remove « RoW »

« Problem 1: standard « list »-representation for logical arrays induces a
guadratic time preprocessing = prohibitive

* Problem 2: need to cheaply but precisely reason about index equalities
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Example 1: scalability (reasoning about memory)

« Scale
« Good when only few bases

« Dedicated data structure (list-map) aebp#59) 23 /’ Gesp 08 =0

* Tuned for base+offset access /aeehp+ﬂ7 81 /-»M 28

* Linear complexity W = N, - S
\{eehpﬂa 62 \‘{aespuﬁ 34

Prove disequalities between

Propagate “variable+constant™ terms

o If y227+1 then x2y+2 ~ x2743

different bases

o Together with associativity, commutativity...

Associate to every indices i an abstract domain /*
o If ¥ j* = L then (a]i] « e)[j] = al]]

o Integrated in the list-map representation

e Reduce the number

of bases

.
universite
PARIS-SACLAY
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list

Tuning the solver: array formula simplification [LPAR 2018]
with Benjamin Farinier

« Makes the difference!

10

b

— resolution
--- simplification

second

¢ Huge formula obtained by
dynamic symbolic execution

Time in
[

¢ 293000 select

1448301 Qddﬂﬂmz 0 100 20 300 400

o 24 hours of resolution ! :
] ] | | | '1[}3

List browsing bound

no block cypher VE A arrays#ﬁem

no simplification | 0 606.7

list-16 0 5010 | 1075358

list-256 0 3719 807778 162673
map 0 3705 807778 T

LMEN 0 460

Using LMBN Using list representation
2673 — : :
65788 ( 5044 ]

. #select reduced to 2467 o Same result with a bound of

N———
* 14 sec for resolution 385024 and beyond...
o 61 sec for preprocessin e ...but 53 min preprocessing

WL —
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list Example 2: robust symbolic execution

Ceatech

 Standard symbolic reasoning/( ] int main () {
may produce false positive int a = input (),
\{ ] int b = input ();

[int X = rand (};]

« for example here:

« SEwilltrytosolve a*x+b>0

« Mayreturna=-100,b=10,x=0 if (a*x+Db>0) {

analyze_me();

* Problem: x is not controlled by the user }1 ;
« |f x change, possibly not a solution anymore °LEe
« Example: (a=-100,b=10,x=1)
}
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Example 2: robust symbolic execution

- Standard symbolic reasoning int main () {

may produce false positive int a = input ();
int b = input ();

int ¥ = rand ()

 Actually, need to solve[ Vx.ax+b> D]

if (a*xx+b>0) {
analyze_me();

* Quantified formula }
« SMT solvers bad for that else {

}

4
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Example: robustness and quantification [CAV 2018]

) — o Quantified reachability condition
Our solution: reduce quantified ® Yxaxt b0

formula to the quantifier-free case

« Approximation
« But reuse the whole SMT machinery

variable constraint

@ AL A-X (a*, b*, x*: fresh boolean variables)
Independence condition
O ((*Ax*)v(a@rna=0)v(x*Ax=0))Ab*

O(TAL)V(TAa=0)V(LAX=0))AT
9a=0
o Quantifier-free reachabi
0O (ax+b>0)A(a=

Key insights: condition

* independence conditions
« formula strengthening

.
universite
RIS-SACLAY
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Example: robustness and quantification

SE classic SE robust
SAT SAT UNSAT or SAT SAT UNSAT or
correct incg[r\ect UNKNOWN correct | incorrect | UNKNOWN
Boolector | 12 | /11'\ 1 Boolector | /N/A\ | N/A 24
CV(C4 7 0 8 CVC4 h 0 19
Yices 7 11 6 Yices N/A N/A 24
/3 12 12 0 /3 { 0 17
N \V/SE robust + elim.
SAT SAT UNSAT or
o set of crackme challenge couect | incorrect | UNKNOWN
N Boolector | /12 \| / 0\ 12
o compare true and false positive —cvez {17 ] 0 | 7
Yices 7 0 17
/3 12 0 12
N\
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Example: robustness and quantification

Back to 28: GRUB2 Authentication Bypass

o Original version: press Backspace 28 times to get a rescue shell

o (Case study: same vulnerable code turned into a crackme challenge

o SE classic: o SE robust + elim.:
incorrect solution correct solution in 80s

o SE robust: o SE robust +elim. +simpl..
solvers TIMEOUT correct solution in 30s
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OUTLINE

« The success of formal methods for safety

 Why binary-level security analysis?

« The hard journey from source-level safety to binary-level security
« Qur approach

e Conclusion
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-t&.. z,..

Find a needle in the heap!

Find (new) CVEs

GRUB2 CVE 2015-8370

Elevation of privilege
Information disclosure
Denial of service

Obsidium

Exprt essor”

Armadlllo

EP Protector
ACProtect

TELockSVK
Yoda S Crypter

Néolite

UPXMoleBox
feupack,
ASPack

BoxedApp

Petite
nPackPE Spin

Setisoft g Themida

Pack

MysticVMProtect
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packers

#th

opaque predicates

call stack tampering
OK OP OK tamper

!
1Us3e 48

 Explore
* Prove
« Simplify

AcProtectv20 | (1.8~ 1 i
: i :
ASPack v212 sk | 1| Thetechnique scale /Z
' ! on significant traces
Crypter v112 G 1)—‘/' >, |/ 24 /'5//(78)
o ! : /e / :
Expressor ' 635K ! /!1 : Many true p05|t|ves | [¢]
FSG v20 68k / 1 Some packers are 6 : ®
: ; : | using it intensively ; :
Mew i 59K /:/ 1 i 1 i T 28 ! % i 6 ! @
PE Lock | (2.3[1' i 1 1 11i & | o5 : @ i yf/ 3
RLPack Dotk ©o1 11| ' — & 14 | 0
: P ! Packers using retto |~ I
TELock v0.51 L 406K I 1 1 1 perfo'rl"n the final tail 44___3—€——®
! ; ! transition to the : :
Upack v0.39 P71k L1 b1 entrypoint M
g
[
=
i)

« Semantic approaches can work!

Success

Failure
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KEY PRINCIPLES

« Robustness & precision are essential

 DSE is a good starting point
« dedicated robust and precise (but not sound) static analysis are feasible

« Can be adapted beyond the basic reachability case

e variants
e combination with other techniques

 Loss of guarantees

« Accept ... Butcontrol!
* Look for « correct enough » solutions

 Finely tune the technology
« Tools for safety are not fully adequate for security
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SECURITY IS NOT SAFETY

° Source_level SAFETY spec., parameter tuning, etc.

« Model: High-level language
* Properties: safety
« Algorithm: full correctness, possible help from user

strong incentive to human assistance

no human assistance

low tolerance to false

* Binary-level SECURITY positive

« Model: binary-level code, possibly adversarial, + attacker
* Properties: safety, k-safety, « bugs vs vulnerabilities »
« Algorithm: robust & precise enough, fully automated

.
universite
PARIS-SACLAY

n T

CA T

Sébastien Bardin -- 5th France-Japan Cybersecurity Workshop, 2019 | 49 |
O



SECURITY IS NOT SAFETY

e Source-level SAFETY

« Model: High-level language
* Properties: safety
« Algorithm: full correctness, possible help from user

« strong incentive to human assistance
* Spec., parameter tuning, etc.

* no human assistance
* |ow tolerance to false

* Binary-level SECURITY positive

 Model: binary-level code, possibly adversarial, + attacker
* Properties: safety, k-safety, « bugs vs vulnerabilities » [robust solutions]
« Algorithm: robust & precise enough, fully automated

.
universite
PARIS-SACLAY

n T

CA T
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CONCLUSION & TAKE AWAY

 Binary-level security analysis

« Many applications, many challenges
« Current syntactic and dynamic methods are not enough

 Formal methods can help ... but must be strongly adapted
« [Complement existing approaches]

 Need robustness and scalability!
« Acceptable to lose both correctness & completeness — in a controlled way
* Much better if specifically tuned for the problem at hand

 New challenges and variations, many things to do!

 Thanks for your attention!
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