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Abstract. The advent of cloud computing and autonomous data centers operating fully without human supervision has highlighted the need
for fault-tolerant architectures and intelligent software tools for system
parameter optimization. Demands on computational throughput have
to be balanced with environmental concerns, such as energy consumption and waste heat. Using multivariate time series data collected from
an experimental data center, we build a state model using clustering,
then estimate the states represented by the clusters using both a hidden
Markov model and a long-short term memory neural net. Knowledge of
future states of the system can be used to solve tasks such as reduced
energy consumption and optimized resource allocation in the data center.
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Introduction

Cloud computing is the domain of connected and distributed computing resources, where the end user does not need to be concerned about the resource
topology and nature. As systems grow in complexity, the need for intelligent,
self-managing architectures becomes evident. This domain of computing systems that manage themselves autonomously according to goals set by human
administrators is called autonomic computing [14]. An autonomous data center is able to operate independently, handling issues such as intermittent power
failure, faulty components, and overheating without human intervention.
The AutoDC project [11] was started by a consortium of both industrial
and academic partners to bring together an innovative design framework for autonomous data centers. To this end, we have investigated machine learning techniques and their applicability to problems in this domain. The machine learning
goals of the project are as follows: “A powerful data analytics engine is required
to achieve data collection from the various monitoring systems, which is then
consolidated with external data sources and periodically stored as appropriate
records to allow for both real-time and off-line ecosystem modelling and machine learning data analysis. The analytics results will ensure proper actions are
applied to the control systems for optimised power, cooling, network and server
operation, which is essential to maintain the data center ‘health’ within desired
parameters to reach identified target key performance indicator (KPI) values.”

In addition to the data flowing through and being processed in the data
center, there is metadata being generated that has to do with the operational
state of the data center itself. The amount of sensor data collected at the data
center is huge, making manual annotation difficult or impossible. Our approach
is to use unsupervised learning methods to organize the sensor data into states of
the system, then build a model for prediction of these states. The purpose of the
model is to provide an autonomous method for adjusting the control parameters
of the data center, with the hope of achieving better performance in terms of
resource use. Possible optimization goals include thermal efficiency and CPU
utilization.
The rest of the paper is organized as follows: Section 2 outlines our proposed approach. Section 3 presents the clustering and prediction results from
our experiments. Finally, we summarize our findings and conclude the paper in
Section 4.
1.1

Prior work

Previous work in this domain includes system state discovery using clustering of
system log data [18] and resource usage data [8, 7], novelty detection in projected
spaces [25], using state change detection for history-based failure prediction [20],
and forecasting for decision making support in autonomous systems [3].
Time series analysis in the data center has been applied to a number of interesting problems such as predictive maintenance, traffic balancing, and anomaly
detection. Ahuja et al. [1] have used supervised learning to predict data center
power variation. They have used a support vector machine [4] approach to predict power variation 15 minutes into the future, in order to have a reasonable
time period for applying changes to control parameters. Aibin et al. [2] have used
Monte Carlo tree search [16] for prediction of traffic between data centers. Shi
et al. [23] have used a number of machine learning models, including long-short
term memory [9], for anomaly detection from data center activity logs. Yang et
al. [26] used regression methods for hardware failure prediction.

2
2.1

Methods
Summary

Our approach can be summarized as follows. First, multivariate time series data
is preprocessed to reduce dimensionality. Then, system states are identified by
clustering these low-dimension projections. Finally, the clustering results are
used to build a model for state transition prediction. Two different approaches,
hidden Markov model (HMM) [19] and long short-term memory (LSTM) [9], are
discussed. Figure 1 shows a high-level view of the process for analyzing sensor
data collected from a data center.
We have studied a multivariate time series data set obtained from the EDGE
small data center testbed at the RISE ICE Datacenter in northern Sweden [5].

This experimental data set was created by creating a number of diverse load patterns for the purpose of cooling system performance evaluation under varying
conditions. The data consists of timestamped sensor observations. Computational values include server CPU and core load. Environmental sensors include
humidity and temperature.
Our model tries to identify system states based on the projection of the
data onto a low-dimensional space defined by the first c principal components.
Selection of c will be discussed later. These vectors are then clustered with
k-means clustering [17]. These clusters are taken to represent system states.
Predicting future system states makes it possible to anticipate system load and
tune control parameters according to criteria such as throughput or heat emission
reduction.

Fig. 1. A general process to analyze sensor data collected from a data center.

2.2

Data set

Our data set contains 5072 timestamped measurements of 44 variables sampled
from sensors placed in an autonomous datacenter over a time period of slightly
over 42 hours. The measured values include features such as power, CPU temperature, fan signal, fan power, chamber temperature, and ambient temperature.
Each variable has been standardized by removing the mean and scaling to unit
variance, missing values have been imputed using the mean of each variable, and
the data has been resampled to uniform 30s intervals.
2.3

Principal component analysis

Principal component analysis (PCA) [12] is a classical statistical technique for
linear dimension reduction of multivariate data. In PCA, the goal is to represent the original d-dimensional data with a new orthogonal coordinate system
that has d base vectors. By choosing a lower dimensionality starting with the
most dominant base vectors, called the principal components, we can achieve a
dimensionality reduction of the original data by selecting a subset of c eigenvectors. The PCA is solved by solving a corresponding eigenvalue problem. In

the original data matrix X = (xij ), I = 1, . . . , n, j = 1, . . . , d, the entry xij denotes jth component of the ith data entry. The projection matrix A consisting
of eigenvectors can be used to project the original data into a new coordinate
system as y = Ax.
We are interested in lowering the dimensionality of the high-dimensional sensor data in order to visualise the data in lower dimensions, and to use the lower
dimensional representation as a starting point for further analysis. The phenomenon called the curse of dimensionality [24] tells us that higher dimensional
data spaces are more difficult to model with finite data. Our point of investigation is to see whether the lower dimensional representation is a beneficial starting
point for solving subsequent tasks.
In this paper, our goal is to extract and to describe operational states of a
system, where a high dimensional sensor data describes the operation. In order
to define and describe states of the system, we apply clustering to the data. In
order to be beneficial, the clustering solution based on the lower dimensional
data should be somehow superior to the solution generated from the original
high dimensional data.

2.4

Clustering with the k-means algorithm

In k-means clustering [17], clusters are represented as prototypes which are local
averages of the data closest to the cluster. Data points are first assigned to clusters, and the cluster memberships are iteratively adjusted according to distances
to neighbouring data points.
We apply the following procedure for the analysis: We have a high-dimensional
data set (d = 44) describing the operation of a rack in a data center and its
operation environment in terms of temperature and humidity. We lower the dimensionality of the original data d to d0 . Then we attempt to solve the clustering
problem for k clusters (k ∈ {2, . . . , 19}) using the k-means algorithm. We measure the goodness of clustering by two measures, the Davies-Bouldin index [6]
and the Silhouette score [21]. The presented results are based on 5-fold crossvalidation repeated 5 times.

2.5

Dynamic modeling with hidden Markov model

We have used HMM [19] for estimating system state. HMM is a good fit for
the problem, since the actual system state is not known but things about it can
be inferred from sensor readings. For the HMM implementation, sensor outputs
stand for emission observations, system states (HMM hidden states) are represented by the clusters, and transition probabilities are what we aim to estimate
in order to model the dynamic behaviour of the system.
Bayesian Information Criterion (BIC) [22], which is an estimator of prediction error, was used for selecting an appropriate number of HMM states. BIC
maximizes the Bayesian posterior probability.

2.6

State prediction with long short-term memory

Recurrent neural networks are used to model the dependency of patterns in data.
They have two issues: vanishing gradient and exploding gradient [10]. LSTM [9]
models were introduced to resolve these issues by integrating a memory cell. The
cell can capture dependencies of data over arbitrary time periods and its three
gates regulate the information flow. Unlike HMMs where the Markov assumption
means that the past does not affect transition probabilities, LSTMs can model
arbitrary temporal dependencies.
In this work, the input of our LSTM model is a sequence of multivariate
sensor data (e.g. temperature, humidity, server load, fan speed, . . . ). The model
output is the state of the data center, which is reflected by the sensor data. Since
we relied on unsupervised learning methods to analyze the data, the labels (i.e.
state sequences) used to train the LSTM model were generated by the kmeans
clustering algorithm and the HMM. After obtaining a sequence of states, it is
possible to use a LSTM model to predict future states.
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Results

Fig. 2. Principal component scree plot.

3.1

Dimensionality reduction with principal component analysis

After using PCA to reduce dimensionality, Figure 2 shows the explained variance
of each of the principal components. It can be seen that the knee of the scree plot
is at or near the fourth component. Using the Kaiser criterion [13], we retained
the first four components.
3.2

Clustering with k-means

The original data vectors of dimension 44 are replaced with vectors consisting of
the first four principal components only. These are then grouped using k-means
clustering. (Figure 3 shows the data grouped into 3 clusters using the first 3
principal components.) These clusters are taken to be the states of the system.
With very limited information available of the physical process, interpretation
of the states is difficult and challenging. By looking at the PCA loadings in our
analysis we get information about which variables are dominating in each of
the PCA components, which opens opportunities to interpret the connections
between states and measured variable behaviour.

Fig. 3. Data division into three states by clustering.

By varying the number of clusters and computing the corresponding DaviesBouldin indexes and Silhouette scores, we have found that for this particular
data set, k = 3 achieves the best separation (Figure 4).

Fig. 4. Davies-Bouldin indexes and Silhouette scores for k ∈ {2, . . . , 19} clusters of
vectors of 4 principal components. Lower values of Davies-Bouldin index and higher
values of Silhouette score indicate better clustering.

It is possible to notice some obvious correlations between some variables and
variable groups. Typically power, temperature, utilization and fan speed are
associated with each other, while humidity has an inverse correlation. The effect
of some variables may be delayed. Room temperature control settings may also
have an effect on some variables as well as on the waste heat production of the
data center.
PCA loadings tell also the variance stored in each PCA component. In our
data the first four PCA components have respectively 37.1%, 23.3%, 8.7% and
2.8% of the total variance, collectively adding up to 72.0%. Table 1 shows the
variables that have the largest effect on each PCA component. The scale in the
left column is from 0 (no effect) to 1 (full domination). The numbers in the
variables refer to the six channels. In CPU temperatures the second number
refers to one of the two different cores in each channel.

Table 1. Dominating variables in each PCA component. pSn = power, ySmn = CPU
temperature, uF n = fan signal, nF n = number of cores, pF n = fan power, xSn = load,
Tc = chamber temperature, Ta = ambient temperature, ∗ = inverse correlation.
Dominance
> 0.4
> 0.35
> 0.3
> 0.2
> 0.18

> 0.15

1st component

pS6 , pS1 , nF 6 ,
pS3 , uF 3 , nF 2 ,
pS4
nF 3 , yS21 , nF 4 ,
pS2 , pS5 , nF 1 ,
nF 5 , uF 5 , yS31 ,
uF 6 , yS32 , yS61 ,
uF 2 , yS11 , yS12 ,
uF 4 , uF 1 , yS51 ,
yS22

2nd component

3rd component
xS5 , xS6 , xS3
xS1 , xS2 , xS4

4th component
Tc∗ , Ta∗

pF 3 , Tc∗
pF 1 , uF 3 , pF 4 ,
∗
∗
pF 2 , yS21
, yS61
uF 5 , pF 5 , nF 4 ,
nF 1 , nF 2 , nF 6 ,
nF 3 , nF 5 , uF 1 ,
∗
uF 4 , uF 6 , yS52
,
∗
∗
∗
yS41 , yS42 , yS12
,
∗
∗
∗
yS11
, yS31
, yS22
,
∗
∗
yS62
, yS32

From Table 1 and variable plots, we can make the following observations
on states and state transitions. It seems that power and CPU load (together
with some correlating variables) is a dominating factor of the 1st and 2nd PCA
component. The fan signal (correlating with fan power, fan speed, etc.) is another
major factor in the 1st and 2nd PCA component and a reason for the smaller
and bigger variations in both components. Note that the effect on the 2nd PCA
component is often reversed. Variables related to utilization are strongly related
to the 3rd PCA component. These variables include high peaks, see Figure 5.
Some delayed temperature and humidity changes have a small effect on the 2nd
and 3rd PCA component. Temperature dominates the 4th PCA component.
The 1st and 2nd PCA components define the biggest states “idle” and “CPU
power”. Inside the idle state there are high peaks in the 1st and 3rd PCA components. These peaks seem to appear when we move from “idle” state to “CPU
power” state. The strong vibration in fan signal especially seen in the 2nd PCA
component is responsible for the third state. This effect can be noticed towards
the end of the time series, see Figure 5. Delayed temperature changes map onto
different locations inside the “CPU power” state in the 3-D presentation. These
effects within the state represent “cooler power on” and “hotter power on”, the
latter of which is more stable. The stability of CPU load also has an effect here,
maybe because the average load is higher in stable load than in vibrating load.
The interpretation of states affected by the 4th PCA component is made harder
by the lack of graphical representation. The 4th component is mainly affected
by the two temperature measurements (chamber and ambient) in an inverse
relationship.

Fig. 5. PCA result in time series form.

We could label the three states as idle, high CPU load, and strongly vibrating
fan signal (varying CPU load). This third state appears towards the end of the
time series where the fan signal is strongly vibrating. This state is the most
different to all the other states and could even be a failure state. This kind of
example study demonstrates that our approach constructing states according to
the physical behaviour of the process may also reveal failure states, and could
be used for anomaly detection.
The described state behaviour is valid only to this type of data having a
certain set of measured variables. There seem to be different state characteristics
in different types of data. As an example of single measured variable types, we
have experimented with large amounts of pure temperature data also collected
from an experimental data center. With this data it is also possible to find similar
states, but the characteristics are very different. Temperature data typically have
very clear and separable clusters and states. There are also fewer characteristics
such as variable delays, and the states are formed mostly by different power
levels. In addition, sometimes the vibration effect forms two alternating wellseparated states within one power level.
3.3

Modeling dynamic behaviour with HMM

HMM is used to model dynamic behaviour of the system. The state transition
parameters model the changes in the system as one stable state turns into another. With HMM, the classification to a desired number of states is similar to
k-means clustering. We have noted that with this data, HMM is more likely to
minimize the state transitions and gives somewhat fewer transitions. The states
and state transitions with both methods are seen in Figure 6.

Fig. 6. States and state transitions with k-means clustering and HMM. k-means in
green, HMM in red. Top: Three states. Bottom: Four states.

Prediction for state probabilities for each state is calculated, see Figure 7.
Mostly one state is on (probability 1) and the other states are off (probability
0). Near the state transitions the probabilities may have also other values. One
of the states only appears near the end of the time series when the fan signal is
vibrating strongly.

Fig. 7. State probabilities by state.

We calculated BIC according to two parameters: the number of states and
the number of dimensions of the input data. We assumed that the sensor data

reflected 1 . . . 20 states of the data center and that dimensionality could be reduced while retaining enough of the relevant information. Figure 8 summarizes
BIC with various numbers of states and dimensions. Our judgement was that
s ∈ {3, 4, 5} results in a good BIC value. This result agreed with the clustering
metrics shown in Figure 4.

BIC
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Fig. 8. Bayesian information criterion (BIC) values when varying the number of states
and the number of dimensions (a model with a lower BIC is preferable).

3.4

LSTM-based state prediction
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We performed five-fold cross-validation to obtain the aggregated results (i.e. averaging the accuracy and the confusion matrices). The LSTM model, built using
the PyTorch library, had a hidden layer of dimension 20 and a time-step of
10 sequences. We train the LSTM model for 100 epochs using the Adam optimizer [15]. In each cross-validation round, the dataset was split into two parts:
80% of the samples for training and the remaining samples for testing.
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Fig. 9. Mean accuracy of hidden Markov model and long short-term memory predictions. Left: Original data of dimension 44. Middle: 3D data. Right: 4D data.
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We performed the experiments with the number of states ranging from three
to five. The mean accuracy of the LSTM predictions was compared to that of the
HMM trained on the same dataset (also with cross-validation). The labeling of
the state sequences was generated by k-means clustering. We observed that the
mean accuracy of both models was similar when trained on the original data of
dimension 44 (see Figure 9, left subplot). However, when using PCA to transform
the data to a lower-dimensional space (i.e. 3D in Figure 9, middle subplot and 4D
in Figure 9, right subplot), the mean accuracy of HMM decreased significantly
compared to that of the LSTM model. This could be explained by the temporal
dependency represented by the latter.
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Fig. 10. Confusion matrix of LSTM predicting five states generated by clustering. Left:
3D data. Right: 4D data.
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Fig. 11. Confusion matrix of LSTM predicting five states generated by HMM. Left:
3D data. Right: 4D data.

Furthermore, we investigated the predictions output by the LSTM model
trained with state sequences generated by the k-means clustering algorithm (Figure 10) and the HMM (Figure 11). As discussed in 3.3, we decided to limit our
interest to cases with the number of states s ∈ {3, 4, 5}. Out of these, we selected
the five-state case as a representative example in which the multivariate sensor
data was transformed into a 3D and 4D space using PCA. The confusion matrices showed that our LSTM model could predict the states of the data center
using sequences of sensor data embedded in a lower dimensional space. We concluded that both methods (k-means and HMM) could be employed to generate
labels for training state prediction models.

4

Summary and Conclusions

In this paper, we have investigated using multivariate time series data to build
a model of operational states and state transitions in a data center. The data
consisted of sensor output collected from sensors in the computational environment. PCA was used to reduce the dimensionality of our original data from 44 to
4, and the resulting lower-dimension data vectors were clustered using k-means
to get a labeling of system states. This labeling was then used with both HMM
and LSTM, building two different estimates of these states.
Our results show that unsupervised learning methods can help to discover
states from multivariate sensor data. We applied k-means clustering and HMM
to explore the possible states based on sensor data and achieved consistent results. We have identified a set of states of the data center, which we describe with
a dynamic model. We are able to predict future states using supervised learning
techniques. The use of dimension reduction techniques resulted in lowered computational complexity, which is especially useful when available resources are
scarce.
Further work in this domain could involve expert interpretations of the state
discovery to define how the states map onto real operational states. These results could then be applied to control data center parameters. Replicating these
results with data from other data centers would make these results more generally applicable. This would require careful examination of variable selection,
since the set of available sensors might be very different. Comparison with other
projection techniques, such as randomized projections, remains an interesting
avenue for the future.
State discovery by itself can be used to implement data visualization for
monitoring. A prediction of the operational state of the data center could be used
to adjust system parameters such as cooling system power or CPU allocation.
Different concurrent goals such as lower power use and increased throughput may
be in conflict, so a policy to optimize how the system works could be guided by
intelligent algorithms that make predictions on how demands on the system will
change in the short term.
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