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OVERALL OBJECTIVES AND WORKPACKAGES

1-Leverage blockchains to provide legal and technical tools to automate and audit operations that 2-provide providing legal and technical tools to addresses the challenges posed by distribution and 3-design an ecosystem of legal and technical tools that can support blockchain-based distributed
access or exploit personal data. cross-border exchanges. storage applications, while satisfying privacy and legal requirements.
WP 1 - Harnessing Blockchain Assets for Privacy Protection WP 3 - An Ecosystem to address the Blockchain’s shortcomings
e Task 1.1: Privacy Opportunity Analysis. e Task 2.1: Challenges of Distribution. e Task 3.1: Privacy versus technical characteristics of the Blockchain.
e Task 1.2: From Legal Requirements to Specification. e Task 2.2: Combining legal specifications and distribution requirements. » Task 3.2: Enforcing privacy policies.
e Task 1.3: Smart Contracts for Legal Compliance. e Task 2.3: Improving Blockchain storage. » Task 3.3: Composing data structures into a consistent ancillary ecosystem.
\

BLOCKCHAIN VS GDPR - TAsks 1.1 2.1 3.1

 Builing Blocks Project  Building Blocks offers three main services

e — Blockchain network for humanitarian assistance Risk Analysis

— UNHCR (United Nations High Commissioner for Refugees) Identify major risks ...

— World Food Programme e Unlawful data access

" ,V,j;f;;;i\‘ — Identification

— A basic form of identity management

Acces illégitime a des données

Gravie  Impertane — Payment service

Vraisemblance : Négligeable

— » Use case implemented by Building Blocks project does not really need a blockchain

— Building Blocks serves 870,000 Rohingya refugees monthly across various
programs operating in the worlds largest refugee camp in Coxs Bazar:

e Unwanted data modification

H ?_ Modscation non desiees de donnees  Actually implemented on a very small private blockchain of a handful of nodes

https://innovation.wfp.org/project/building-blocks e Unwanted data deletion B
- - L - :Wéme. | * Even scaling it up, use cases would not need a blockchain
Technical Tradeoffs .. and their impacts: vaisembiance Neghgeane
issi issi : We showed in 2023 [3
— Permission vs Permissionles « Identity theft N [3]

that system wide consensus is unnecessary in a variety of applications
Three operations:

— Biometrics vs other roots of trust

Gravité : Importante

* Inability to access data

Vraisemblance : Négligeable

e Compliance with relevant regulatory frameworks

® _ _ » APPEND: Adds an element to the list.
— GDPR - Allow/Deny List Object
_ EIDAS e / \ . EEOVE: Returns valid if element is in the
* Ethical Issues (=T e ./ Anonymous N e READ: Returns the list of valid PROVE
8 VERIFIER J .~ DIMS/SSI | E-Voting .
— Vulnerable Persons — \_ _/ \Money Transter \ J operations.
— Informed Consent e A A s, Main results:
— Dignity » AllowList has consensus number one.

* DenyList has consensus number k, k being the number of processes that can perform
PROVE operations.

REDESIGNING THE BLOCKCHAIN - TASKS 2.2 2.3 BROADCAST-BASED BLOCKCHAIN ALTERNATIVES - TASKS 3.2 3.3

Adaptive elastic sharding, dynamically adpting to load. Public

data

Context Adaptive Cooperation [19]

:APsn: |ba|ancesn | |{transferi}i&[sn]| ani(— APgn.q :|ba|ancesn+1 | |{transferi}ie[sn+1]|,|sn+1|

Consensus among k processes (k-consensus)

 Each shard managages a separate set of transactions. Commits  Acounuiates Commits sccumits is enough for many applications [3]]. i 5 _)©
* Broadcast-based intershard coordination: No inter-shard consensus. Q- '| """ |' -- i i But what if we do not know k? '

1
Sg:,:t : balancegn, {transferi}icjsn] k—— | balancegn.1, {transferilic(sn.1]
1

 More details on follow-up poster. .. L e

We introduced a novel primitive:

. |:|Stored by users |:| Stored by validators F F Discarded data |:| Constant size hiding digest Context- AW&I'G Cooperation (C AC) []Eﬂ
SH ARED MEMORY WITH BYZANTINE ACTORS - TASKS 3.2 3.3 Novel asynchronous Byzantine-tolerant asset-transfer system with three noteworthy properties: * one operation:
Three abstractions and how to pass from one to the other [12] * Quasi-anonymity: no information is leaked regarding the receivers and amounts of the asset transfers. cac_propose allows a process to propose a value

» Lightness: The underlying cryptographic schemes are succinct(small proofs and fast verification time), > bo® S0l @eeeppueds A1) comdlidaies;

? ?
( read/write ) T/ (read/write-increment] -—— (  read/append | and each process only stores its own transfers.
? ? o 0 0 0 2
: : A ification AC 1n action: n nsen
» Consensus-freedom: The system does not rely on a total order of asset transfers. CAC Specilicatio CAC in action: Cascading Consensus
e Implementation of R/W Increment from Send Receive (with ¢ < %), which implies Read/Write- : : . > CAXCRNALTBIIG 1), €506, erto(Eusest, eopdiiiiesy 3= T 6l () © evisiiietizss, e e
I f Read/Wr: b 1 Fp o n 37 First asset transfer system that simultaneously fulfills all these properties in the presence of asynchrony and then p; cac-proposed value v. Commianicay | ot —— @
- . . . . . . Cascading ccons_propose(v) Async. for whole system
icrementireniReadAntelwthiaresiiencelor s, Byzantine processes. Modular approach combining a new distributed object called agreement proofs and « CAC-PREDICTION. For any correct process p; and for any process identity &, if, at (€ | oo deddts). -
* The definition of Read/Write register is included in that of definition of Read/Write-increment. cryptographic primitives such as commitments, universal accumulators and zero-knowledge proofs. zf)me(PO}:; ;f pi’s etxzﬂlllti?;l, éu k) @)? candidates;, then p; never cac-accepts (v, k) ey | IME Sen ) | smems |
Le., \v, acceprea; nolds 10rever). Global geons_propose(v) . "
o, . . . . . . . . Consensus (GC) decide(v)
* The definition of the Read/Write-increment register is included in the that of the Read/ Append register. « CAC-NON-TRIVIALITY. For any correct process p;, accepted; # @ implies
. . . .. . candidates; # T. g e I
* We proved that ¢ < £ is necessary and sufficient to implement a read/write increment from read/write. ‘ J | |
* CAC-LOCAL-TERMINATION. If a correct process p; invokes cac_propose(v), its set
Mutual Broadcast [6, 8]

* We proposed an implementation of a Read-append register from a Read/Write-increment register with accepted; eventually contains a pair (v/, %) (note that v’ is not necessarily v).

aresilience of ¢ < 5. We also proved that this is optimal. Message passing allows interleavings that are forbidden in shared memory. * CAC-GLOBAL-TERMINATION. If p; is a correct process and (v, j) € accepted;,
eventually (v, j) € acceptedy at every correct process py.

t<z t< g Message-Passing Patterns Read/Write patterns
[ read /write ] (read / Write-increment] - ( read/append ) p —mLN p —mL N p MmN pafreicetreadd =t Prfirite@Read() 20 PafiriteRead() oM CAC Implementation:
t S n l S n p/ >< p/ >/ p/ >< p’rﬂﬂfffe@ﬂkeaw p'x{Write(zﬂRead() —J p'ffﬂWrite@HPead() —H init: accepted; + @; candidates; < T; sigs; < @; blacklist; + @; sigcount; < 0.
mi_" mh___/ ms___ RW1 RW?2 RW3 operation cac_ propose(v) is
MP1 MP2 MP3 if no WITNESSMSG(x) or READYMSG(x) already be-broadcast by p; then
. . 5 5 \\sigsi + sigs; U {WITSIG(p;, (v, %), sigcount;) }; sigcount ++;
Privacy-preserving atomic register [10, 11] be__broadcast WITNESSMSG(sigs,).

 Based on Shamir’s secret sharing [21]].

» Algorithm based on well known ABD register [20]. Mutual Broadcast: novel abstraction that forbids MP1.

* Tolerates up ¢ < = Byzantine failures. * Validity: Only mbroadcast messages are mdelivered.

» Mutual ordering: For any pair of processes p and p’, if p mbroadcasts a message m and p” mbroadcasts a
message m’, it is not possible that p mdelivers m before m’ and p’ mdelivers m’ before m.

P(1)

| Share() ! Echo() i Ready) | Ack() | © Collect) : Supply() : Confirm() : Ratify() :

:P(1) : : : : Bob Ecrire(a)

il il =1 N I/ /R RV

\\{j})w/ M/ /] | \\fm / / //‘ Y@)\ //‘ \\ ” In the Byzantine case:
\\f %%j // / D \,PW / [i VNN NN * Read-append instead of read-write.

Lire()->a ]—>
e Forbid MP1 and MP3.

N A N T T
: CoP@) : :

Bob Ecrire(a)

C AC'q (fast path) 1 N/A
t C AC (slow path) 2 N/A
CAC1; RC;
C AC'o (fast path)
CAC1; RC,;
C ACq (slow path)
CAC71; RC; 4+GC
CACq; GC round
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OUTREACH PUBLICATIONS
* PriCLeSS International Workshop in Rennes on September 9, 2024. [1] Timothé Albouy et al. “Good-Case Early-Stopping Latency of Synchronous 37th International Symposium on Distributed Computing, DISC 2023, L’Aquila, [13] Sylvain Gay, Achour Mostefaoui, and Matthieu Perrin. “Brief Announcement:
e S. Turgis, D. Frey, and D. Franchi speakers at the Workshop on Blockchain gzz.altl.tineSRtelli%blle Bicl)aldzzsg: 31;:1Detze(r)rznziniéls.ticiﬁ;sze’;.Sinl\:I 1)915986'32(;?37?1251?1 Italy, October 9-13, 2023. 2023. IS\IO tBroe}’chas.t ?bstra;t.ion Cha;zac;e;izez g\ie;—Agree.ment inPI\/I.ess.alge—Pasls)il.lg
& Privacy: International and Comparative Law, University of the French An- o 1.an cherdeiel. YOI 2. p ARSI s """ [7] Mathilde Déprés et al. Send/Receive Patterns versus Read/Write Patterns: the YOS - Tl Froceedunss of the 43r ymposium on Principles of Dis-
: 6. DOI: 10.4230/LIPIcs .DISC.2022. 4. URL: https://drops. . . : tributed Computing. 2024, pp. 343-346.

tilles, 10/11/2023. . . A . MB-Broadcast Abstraction (Extended Version). Tech. rep. working paper or . ) _ . . .
B B d and S. Turei . od the Worksh Blockehain & P dagstuhl.de/opus/volltexte/2022/17195. preprint. May 2023. URL: https://hal.science/hal-04087447. [14] Achour Mostefaoui, Matthieu Perrin, and Julien Weibel. “Brief Announcement:
- bertrand and 5. 7urgls organized the: Workshop on Blockchain - [2] Timothé Albouy et al. “A Modular Approach to Construct Signature-Free BRB Randomized Consensus: Common Coins Are not the Holy Grail!” In: Proceed-

vacy: International and Comparative Law, University of the French Antilles, Algorithms under a Message Adversary”. In: OPODIS 2022 - 26th Conference [8] Vincent Kowalski, Achour Mostefaoui, and Matthieu Perrin. “Causal Mutual ings of the 43rd ACM Symposium on Principles of Distributed Computing. 2024,

1071172023. on Principles of Distributed Systems. Ed. by Eshcar Hillel and Roberto Palmieri. ~ Byzantine Broadcast”. In: Proceedings of the 2024 Workshop on Advanced Tools, ~ pp. 36-39.
* B. Bertrand and S. Turgis speakers at Colloque L’Europe et les nouvelles tech- Brussels, Belgium, Dec. 2022, pp. 1-44. URL: https://hal.inria.fr/ Programming Languages, and PLatforms for Implementing and Evaluating algo- [15] Timothé Albouy et al. Asynchronous BFT Asset Transfer: Quasi-Anonymous,
nologies, Nanterre, 10/06/2021. hal=05906141. rithms for Distributed systems. 2024, pp. 1-8. Light, and Consensus-Free. 2024. arXiv: 2405 . 18072 [cs.DC]. URL:
* Blockchain & Privacy Conference (Rennes, 2022) organized by B. Bertrand [3] Davide Frey, Mathieu Gestin, and Michel Raynal. “The Synchronization Power [9] Quentin Gomes dos Reis et al. “Registre atomique préservant la vie privée https://arxiv.org/abs/2405.18072.
and S. Turgis, 22 speakers from France, Belgium and Canada. To be published (Consensus Number) of Access-Control Objects: The Case of AllowList and tolérant aux byzantins”. In: working paper or preprint. Sept. 2023. URL: https: [16] Emmanuelle Anceaume, Davide Frey, and Arthur Rauch. “Sharding in Permis-
in 2023 with Larcier (editor). DenyList”. In: DISC 2023. Oct. 2023. //hal.science/hal-042116709. sionless Systems in Presence of an Adaptive Adversary”. In: SIROCCO 2024.
* B. Bertrand and S. Turgis speakers at Blockchain and Privacy International [4] Danaja Fabi Pove et al. “Building Cybersecurity Applications with Blockchain [10] Vincent Kowalski et al. “Byzantine-Tolerant Privacy-Preserving Atomic Reg- Vietri sul Ma.re, Italy: Springer-Verlag, 2024, pp. 481-487. ISBN: ?78‘3'031‘
Workshop, Berkman-Klein Center for Internet and Society, Harvard Univer- Technology and Smart C.ontrach”. In: ed. by Nour El Madhour'l, Ioanna D10ny§- ister”. In: 2024: 30th International European Conference on Parallel and Dis- 6060271. DOIL: 10.100 7. /978-3-031-60603-8_26. URL: https :
sity (Massachussets/Etats-Unis), 22 mai 2023. 1ou, a}nd Emmanuel Bertin. Sprlnger, 2023. Ch.ap. Data ProFchon Challenges in tributed Computing, Madrid, August 26-30, 2024. Proceedings 16. Springer. //dol.org/10.1007/9/ 8'—3—0 31-60603-8_2¢. o |
e D. Franchi. talk “Blockchain et Smart Cities © Source den s , Dlstrlbuted Ledger and Blockchain Technologies: A Combined Legal and Tech- 2024, [17] .Emmanuelle Anc.:eaume, Davide Frey, and 'Arthur Rauch. “Sharding iniPermis-
n S ’ N . . ’ _ Jeux juridiques e nical Analysis. sionless Systems indPresence ofdanaAdaptive Adversary”. In: Networked Sys-
techniques du local a linternational”, 9/11/2022, Colloguium, Rennes. [S] Danaja Fabi Pove et al. “Building Cybersecurity Applications with Blockchain [11] Vincent Kowalski et al. “Byzantine-Tolerant Privacy-Preserving Atomic Reg- tems. Ed. by Armando Castafieda, Constantin Enea, and Nirupam Gupta. Cham:
e D. Franchi, talk “L’intégration européenne par la recherche d’une identité Technology and Smart Contracts”. In: ed. by Nour El Madhoun, Ioanna Diony- ister”. In: 2025: 26th International Conference on Distributed Computing and Springer Nature Switzerland, 2024, pp. 1-31. ISBN: 978-3-031-67321-4.
numérique européenne confrontée aux traitements des données a caractere siou, and Emmanuel Bertin. Springer, 2023. Chap. Solutions to Data Protection Networking, Hyderabad, January 4-7, 2025. Proceedings 1. ACM. 2025. [18] Sandrine Turgis. Blockchain, as a technological tool with strong ambivalences
personnel”, 9/05/2023, Bayonne. Challenges in Distributed Ledger and Blockchain Technologies: A Combined [12] Vincent Kowalski, Achour Mostéfaoui, and Matthieu Perrin. “Atomic Regis- Jfor fundamental rights and especially data protection. talk. Berkman-Klein Cen-
Legal and Technical Approach. ter Abstractions for Byzantine-Prone Distributed Systems”. In: 27th Interna- ter for Internet and Society, Harvard University (USA). May 2023.
[6] Mathilde Déprés et al. “Send/Receive Patterns Versus Read/Write Patterns in tional Conference on Principles of Distributed Systems (OPODIS 2023). Schloss- [19] Timothé Albouy et al. Context Adaptive Cooperation. 2024. arXiv: 2311 .
. Crash-Prone Asynchronous Distributed Systems”. In: Distributed Computing: Dagstuhl-Leibniz Zentrum fiir Informatik. 2024. 08776 [cs.DC]l. URL: https://arxiv.org/abs/2311.08776|
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