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1 INTRODUCTION

1.1 Context

hive offers a highly original data storage architecture in which data is stored in a distributed and secure
manner on the spare storage resources of participants, based on a peer-to-peer structure. This structure
naturally ensures scalability, resilience and voluntary sharing of data between users. Another advantage
of this architecture is its positive impact on carbon emissions by using and enhancing existing resources
rather than building new datacenters, which have a very high impact.

A first challenge, Alvearium ', between Inria and hive, explored the possibility of considering mutable
data and enabling its collaborative editing, while ensuring security, consistency and privacy, and
guaranteeing low response times.

The aim of this new challenge between hive and Inria is to extend storage issues to those of computation.
This objective is particularly relevant in the present context. Indeed, on the one hand, from a hardware
point of view, while GPUs are very hard to obtain, there are significant resources available at users’
premises that are for the most part idle, potentially providing very significant computational power.
On the other hand, we are witnessing the emergence of new applications that naturally fit well with
distributed execution, such as the inference of large-scale artificial intelligence models that require a
large number of independent tasks to be executed. These applications are well suited to distributed
execution on interconnected computing resources, even if the network is significantly less powerful
than that of a supercomputer. Although the execution of highly coupled numerical simulation codes
or kernels is probably beyond the capabilities of such a platform, the execution of fine-tuning tasks
and even the training of large models are within the scope of this challenge.

1.2 Challenges

In this context, the main issues and difficulties to be considered in the challenge can be clearly identified
and are in particular related to the specific characteristics of the hive Compute platform.

— First of all, the computational resources are typically one or two generations older than the latest
GPUs on which large language models are typically trained. It is therefore crucial to implement
algorithmic strategies to compensate for the low memory capacity of the GPUs involved, in
particular by using more resources, by performing more computations and/or by using storage
resources other than GPU memory.

— The second difficulty is related to the interconnection of computational resources, which is slow
compared to what can be found, for example, in a supercomputer. While this limitation is
acceptable in the context of inference or processing large batches of independent tasks, such as
in the banking sector, it can become prohibitive in the context of training large models. Again,
the solution lies in a fundamental change in the optimisation algorithms, moving towards more
distributed versions that are more efficient in terms of data exchange, even if this means being
slightly more expensive in terms of computation.

— The final constraint refers to data security. While hive’s storage infrastructure guarantees the
privacy of data (typically training data), it is crucial that this privacy is also guaranteed when
performing computations on this data. Depending on the level of security to be guaranteed
(which depends on the application context), algorithmic solutions ranging from federated learning

1. https://project.inria.fr/alvearium/
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to homomorphic encoding, system solutions based on containment, and hardware solutions based
on confidential computing can be considered.

1.3 Target Computing Platforms

To address these issues, we will consider computing platforms of increasing complexity, with different
levels of distribution, sharing, and scale, corresponding to the different technological solutions proposed
by hive. Depending on the type of platform considered, the nature of the applications (requiring more
or less data exchange, for instance) and the level of privacy required will need to be adapted, but the
goal is to propose a set of algorithmic and system solutions based on available hardware that allow a
wide range of applications to be implemented, possibly at the expense of additional computation.

— The first scale corresponds to private corporate or administrative networks (local private hive
Nets), which can be single- or multi-site. In this context, data security and privacy are less
critical since the resources are corporate, but issues related to resource type (heterogeneity of
resources, low storage capacity) and connectivity must be taken into account.

— The second scale corresponds to using the peer-to-peer storage and computing structure proposed
by hive. Compared to the scale of private enterprise networks, strategies are necessary to ensure
data privacy and to manage the intermittent availability of resources (elasticity, fault tolerance,
malleability). For efficiency and sovereignty reasons, the issue of computing resources allocation
is also becoming critical.

— The third, more forward-looking scale corresponds to the use of highly heterogeneous resources
(CPU, GPU, TPU, NPU), typically relying on the processors available in tablets and phones, in
addition to computers. This scale exacerbates the challenges identified at previous scales.

1.4 Goals

The main objective of Cupseli is to demonstrate the feasibility of porting applications that are as
complex as possible (in terms of more communications, more interdependencies between tasks, more
computations) onto platforms that are as complex as possible (in terms of size, heterogeneity and
volatility of resources), while ensuring the highest possible quality of service (in terms of privacy and
response times).

More specifically, our aim is to demonstrate the ability to perform large model fine tuning on several
dozen heterogeneous, distributed and volatile resources, with an overall performance of around 50% of
the aggregated power of the resources, without degrading accuracy.

1.5 Complementarity between hive and Inria

hive brings a wealth of industrial experience, both in terms of system and application expertise and in
the management of a large distributed storage infrastructure. In addition, hive provides the opportunity
to experiment with distributed technologies at very large scale, enabling the validation of algorithmic
solutions and software prototypes developed by Inria teams.

Within the framework of this Challenge, Inria is bringing together highly complementary teams with
rich and diverse expertise in cloud computing, distributed algorithms and training of large AI models.
More specifically, Inria brings the expertize of its teams in (i) efficient training, fine-tuning and
inference (Coati, Mimove, Topal, Argo teams), compression (Coati, Ockham, Topal teams),
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federated learning (Coati, Neo, Topal teams), Distributed training (Argo, Neo), in (ii) Optimized
allocation of computations and services (Coast, Magellan, Topal teams), optimized communications
(Tadaam, Topal teams) and large scale distributed systems (Mimove, Wide teams) and (iii) in
the management of the dynamic nature of applications (replication, migration, elasticity, malleability,
reconfiguration) (Coast, Magellan, Topal teams) and Containerization, Confidential Computing
(Wide, Stack teams).

2 GENERAL ORGANIZATION OF THE CHALLENGE

2.1 Scientific Organization

For the sake of readability, we propose to organize the challenge around three axes that capture the
identified challenges specific to the hive platform:

— Axis 1, coordinated by Julia Gusak (Section 2.1.1): Frugality, in terms of memory and data
stored and exchanged more than in terms of computation, due to the characteristics of the
participating resources and their interconnection,

— Axis 2, coordinated by Davide Frey (Section 2.1.2): Security and Privacy, necessary for some
applications in the context of a distributed execution among volunteer participants,

— Axis 3, coordinated by Giovanni Neglia (Section 2.1.3): Volatility and Fault Tolerance, in
an environment where resources can leave or join the platform at any time.

This organization into axes will allow for more effective and relevant scientific animation. Nevertheless,
the project must be seen as a global effort, and all the addressed issues contribute to the shared objective
of enabling the efficient execution of computational workloads, essentially training and inference, on
the hive platform. The fact that the set of targeted applications is very small is an advantage for
strengthening the collaboration between the axes. In Section 3, we highlight the strong links that exist
between the proposed topics, which go well beyond the axes.

In the following summary tables (one for each axis), we propose a set of keywords and indicate which
keywords are associated with each proposed PhD Thesis, postdoctoral and engineering position.

Axis 1 PhD 3.1.1 | PhD 3.1.2 | PostDoc 3.1.3 | Eng 3.1.4
Memory Frugality v v v
Data and Comm. Frugality v v v v
Security
privacy
Volatility v v
Heterogeneity v v v
Training v v 4 v
Inference v v v
Fault Tolerance v v
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Axis 2 PhD 3.2.1 | PhD 3.2.2 | PhD 3.2.3 | Eng 3.2.4 | PhD 3.2.5
Memory Frugality
Data and Comm. Frugality
Security v v v v v
privacy v v v 4 v
Volatility
Heterogeneity v v v
Training v v v 4 v
Inference v v v v
Fault Tolerance v
Axis 3 PhD 3.3.1 | PostDoc 3.3.2 | PhD 3.3.3 | PhD 3.3.4 | Eng 3.3.5
Memory Frugality v v
Data and Comm. Frugality v v v
Security v
Privacy
Volatility v v v v v
Heterogeneity v v v v v
Training v v v
Inference v v
Fault Tolerance v v v v

2.1.1 Axis 1: Frugal Training on Dynamic Resources (lead by Julia Gusak)

The first Axis of the Challenge is related to the adaptation of training and inference jobs to an
environment in which resource capacities (particularly in terms of memory) are limited, and in which
resources are volatile and the computing platform dynamic.

Two main approaches are envisaged for dealing with memory limitations:

1. The first approach consists of performing exactly the same computations, but either (i) trading
memory requirements for additional computations or data exchanges (GPU to CPU), or (ii)
aggregating the memory of several GPUs to be able to store the model and associated activations.
Both are clearly consistent with the characteristics of the hive computing platform. This is the
approach followed in the Thesis 3.1.1 and the Engineering position 3.1.4.

2. The second approach consists in working on the data representation and using compression
techniques for weights and activations, while controlling the resulting error. This is the approach
taken in Postdoc 3.1.3.

To manage the dynamicity of computing resources, it is important to design communication libraries
that are robust to the addition and removal of resources. Such robustness is known to be difficult to
implement in the general case, but it may be possible to take advantage of the nature of data exchanges
induced by a stochastic process like training, to minimize the cost of robustness. This is the approach
proposed in Thesis 3.1.2.

2.1.2 Axis 2: privacy and security for training, algorithmic, system and hardware
approaches (lead by Davide Frey)

The second Axis of Cupseli naturally focuses on security and privacy issues. Indeed, while the
distributed data storage layer in HiveNet, as considered in Alvearium, provides data security and
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privacy, it is crucial that the latter is preserved throughout the computation, at least in cases where
the application context requires it.

In Cupseli, we will consider three main strategies for ensuring data privacy and computational security,
focusing in particular on the analysis of induced overhead:

1. The first strategy is purely software-based, and relies on homomorphic encryption to address
the privacy risks associated with decentralized model sharing. In this context, it is well known
that the cost of multiplication is very high, requiring complementary algorithmic strategies to
minimize the number of operations to be performed using homomorphic encryption. This is the
subject of the PhD thesis 3.2.1.

2. The second strategy relies on the hardware capabilities of processors to prevent any participant
to become a potential attacker. The idea here is to use the capabilities of modern CPUs to
achieve the isolation of both AI models and data within Trusted Execution Environments. The
PhD Theses 3.2.2 and 3.2.3 and the Engineering position 3.2.4 explore this approach, analyzing
both system and algorithmic issues to manage the heterogeneous capabilities of CPUs in terms
of Confidential Computing.

3. Finally, a third approach aims to ensure that a participant cannot perform model poisoning, i.e.
maliciously degrade the model or install backdoors that can be later exploited. PhD Thesis 3.2.5
aims to develop a theoretical framework to quantify privacy leakage and to mitigate these attacks.

2.1.3 Axis 3: Large-Scale Computing on Intermittent Resources (lead by Giovanni
Neglia)

The third Axis of Cupseli focuses on scalability and the management of resource volatility, i.e. the fact
that participants can leave or join the system at any time. In this context, it is crucial to guarantee
system robustness and application correctness, even in the presence of faults. It is also crucial to ensure
that load balancing mechanisms enable the efficient use of a collection of inherently heterogeneous
resources (in terms of memory, computing speed, network connectivity, etc.). Unlike the first two axes,
which focus on training and inference, this axis considers both Big Data and Al applications:

— In the context of Big Data applications, which are generally run in cloud environments, the
HiveNet environment poses a number of challenges related to the volatility and heterogeneity of
resources. On the one hand, it is essential to consider dynamic system strategies (at runtime) for
placing and scheduling calculations. On the other hand, it is crucial to build algorithmic strategies
that take into account stragglers and failures and induce minimal computational overhead. These
are the approaches followed in the Thesis 3.3.1 and the postdoc 3.3.2.

— In the context of training, the Thesis 3.3.3 aims to use the specific features of training and
inference to achieve efficient allocation of data and computation, and make use of the specific
parallel opportunities and data compression strategies, while investigating defenses against
byzantine behavior and Sybil attacks. The Thesis 3.3.4 focuses on customer volatility, and in
particular on using a predictive model of customer availability to optimize system performance.

— Finally, the engineering position 3.3.5 provides a containerization layer for the management of
both Big Data and Al workloads that takes into account the specific characteristics of the hive
platform.

6 Inria / hive Challenge
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2.2 Timeline and Resource Allocation

In this section, we specify for each proposed PhD Thesis, postdoctoral and engineering position the
main location for the non-permanent recruited. Please note, however, that the vast majority of subjects
are co-supervised by two Inria teams. For practical reasons, it is important that each non-permanent
recruited has a main location and the possibility of spending a few weeks in the other team and in hive
offices in Cannes, whatever their status.

Position | Main location (co-supervision) [[ 09/2025 [ 09/2026 | 09/2027 | 09,/2028 |

PhD 3.1.1 Bordeaux (Nancy)

PhD 3.1.2 Bordeaux (Bordeaux)
PostDoc 3.1.3 Lyon (Sophia)

Eng 3.1.4 Cannes (Bordeaux)

PhD 3.2.1 Rennes (Rennes)

PhD 3.2.2 Rennes

PhD 3.2.3 Nantes

Eng 3.2.4 Cannes (Nantes)

PhD 3.2.5 Sophia (Sophia)

PhD 3.3.1 Nancy (Rennes)
PostDoc 3.3.2 Rennes

PhD 3.3.3 Paris (Rennes)

PhD 3.3.4 Paris (Sophia)

Eng 3.3.5 Cannes (Nantes)

3 LIST OF RESEARCH TOPICS

3.1 Axis 1: Frugal Training on Dynamic Resources

Coordination: Julia Gusak (Topal)

3.1.1 Distributed inference (throughput/latency), fine tuning with memory shortage

Resources: One PhD Thesis starting 09/25

Supervision: Topal (Olivier Beaumont, Lionel Eyraud-Dubois, Julia Gusak, Laércio Lima Pilla) and
Coast (Thomas Lambert) for Inria and Mamoutou Diarra for Hive

Related Topics: PhD Thesis 3.3.3, PhD Thesis 3.3.4, Engineer 3.1.4

Context: We are interested here in the inference of large models (which typically do not fit into the
memory of a single GPU), on a hive Net private or hive Net public computing platform, with a target
of a few dozen resources. In the context of inference, several issues need to be addressed:

— Each token generation must a priori pass through several GPUs, each storing different parts of
the model. There is a problem of model partitioning [1, 2] and also a problem associated with
the construction of inference paths to minimize latency (making groups of nearby resources);

— The amount of inference required will naturally vary over time, and the set of resources made
available to the computation will also vary. There is therefore a static planning problem (deciding
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which resources are likely to participate and storing the models there) and a dynamic problem
(how to allocate new requests);

— Depending on the models used, some of the inference tasks are naturally placed on certain
resources (because previous tokens have been generated there, for example). In terms of Fault
Tolerance, the computation can easily be restarted (knowing which tokens have been generated),
but at a high cost. This raises problems of resource allocation depending on resource availability
statistics.

Goals: The aim of this PhD thesis is to develop a prototype for performing inference in a dynamic
environment (due to resource volatility and varying demand):

— for more or less complex models (fitting in GPU memory or not, re-entering models for token
generation or not);

— on more or less complex platforms (in terms of heterogeneity, volatility, failures, size, location,
ete.).

At this stage, it is difficult to have precise objectives in terms of deployment on hive Compute, and
depending on technical difficulties, we may be able to carry out simulations or emulation. We have
not planned to consider issues related to security (apart from fault tolerance).

In the context of this topic, we also consider it relevant to look at data-stream processing (DSP),
whose execution scheme is very similar to our problem. More precisely, DSPs are models representing
the continuous processing of data (akin to token generation), which passes through various operators
(replicated as required) represented by a DAG. There is a large literature on the placement of operators
in such models, with optimization of various metrics [3| (latency, throughput, communications, scaling,
fault tolerance, etc.), although most of it concerns the case of execution in clouds [4] (fewer resource
constraints and less heterogeneity).

In addition, there are several tools that implement this type of model [5] (Apache Flink or Apache
Storm, for example), and studying their characteristics could also serve as a basis for setting up a
prototype.

3.1.2 Communication primitives for training on Volatile Distributed Platforms

Resources: One PhD Thesis starting 09/25

Supervision: Topal (Philippe Swartvagher, Thomas Herault) and Tadaam (Alexandre Denis) for
Inria and Mamoutou Diarra for Hive

Related Topics: PhD Thesis 3.1.1, Engineer 3.1.4

Context: This PhD thesis focuses on the network communication aspects of the applications to be
run. Network communications will differ from what is traditionally done in an HPC environment
for several reasons. Firstly, the machines are interconnected via a conventional Ethernet network,
which is less efficient than network technologies dedicated to HPC. Secondly, we must keep in mind
that computing resources are not permanently available (for example, machines are more available at
night) and are more likely to disappear at any moment. Finally, using machines belonging to different
geographical sites creates a network with heterogeneous performance: the latency to communicate
between two sites is much higher than within a single site [6].

8  Inria / hive Challenge
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Goals: The objective of this PhD thesis is therefore to explore all the issues related to network
communications that emerge in such a context. First of all, it will be necessary to define the most
suitable API for enabling machines to communicate under such conditions, in particular whether it is
still possible to use MPI, whether it needs to be adapted [7, 8] or whether more distributed models
should be considered instead, such as 1ibp2p ?. Once this communication model has been defined, given
a set of machines and their interconnection topology, we will consider the necessary adaptations to the
communication schemes, in particular in the context of training, in order to minimize communication
costs: for example, by using routing algorithms and a distribution of computations and data more
suited to the network interconnecting the computing resources. It will also be necessary to be able
to detect the loss and the possible arrival of machines and to adapt accordingly, for example by
ignoring the contributions of lost machines in the case of data parallelism, or by redistributing data
and computations. We will also consider network occupation management in the case where both
hive’s storage and computing services are present simultaneously on the same networks and machines,
in order to maintain satisfactory performance for both services and to dynamically adapt quality of
service parameters according to network conditions and user requirements.

3.1.3 Exploiting symmetries and harnessing sparsification in modern neural networks

Resources: One 2-year postdoc starting 09/26

Supervision: Ockham (Elisa Riccietti and Rémi Gribonval), Topal (Julia Gusak) and Coati (Frederic
Giroire)

Related Topics: PhD Thesis 3.1.1

Context: The impressive success of machine learning models and deep neural networks in particular
ensured great achievements in several domains. However, as these successes are mainly explained
by the use of large models and large datasets, the training and deployment of such models leads to
enormous energy consumption and carbon emission. This undermines a democratic access to deep
learning, hinders its use in contexts in which resources are limited, and has a negative impact on the
environment. It is thus of crucial importance to make deep learning more parsimonious, by reducing
its data-hungry nature and its dependence on large deep neural networks. A recent line of works,
known as the (Strong) Lottery Ticket Hypothesis [9, 10], has shown that any sufficiently large neural
network contains a subnetwork, or winning ticket, reaching a performance close to the one of the large
network. This gives an insight on the potential of model size reduction. However, finding the winning
ticket is an open area of research. Among the most used approaches to achieve the parsimony goal are
quantization|11] and sparsification [12].

Goals: The main problem of existing techniques is a loss in model performance. This is usually
due to the fact that the distribution of weights and activations breaks after these approximations are
done. Strategies exist to deal with the weights distribution,while for the activations the problem is still
open. Moreover, the existing techniques do not exploit important symmetries often encountered in such
problems, such as neuron permutations and weight rescaling invariances [13|. Finally, unstructured
sparsity has been documented to lead to unstable optimization problems [14]. Our main objective
is to develop sound approaches, supported by theoretical guarantees, capable of exploiting model
symmetries while controlling the distributions of the activation functions to keep the performance drop
under control. Besides, we target structured parsimony [15, 16| in order to promote stability of the

2. https://libp2p.io/
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developed approaches and to allow for efficient implementations compatible with modern computing
architectures.

A promising approach that we will investigate is the approximation of the weights matrices of neural
networks by Butterfly matrices [17, 18, 19, 20|, quantized [21, 22| or not. Butterfly matrices are
very expressive products of sparse matrices and can approximate a large class of dense matrices. While
their ability to approximate the linear layers of off-the-shelf trained neural networks cannot be taken for
granted, we will investigate architectures that are particularly suited for such approximations with an
emphasis on so-called neural operators [23], as butterfly structures are more likely to appear naturally
in this context.

Based on previous work on preserving the distribution of the weights, we will study sparse regularization
and quantization approaches that promote the preservation of the distribution of the activations.

On a more practical side, we will study the efficient implementation of the proposed techniques and
benchmark the developed approaches on targeted computer vision and NLP tasks.

3.1.4 Memory Saving Techniques for Large Scale Model Training

Resources: One 2-year engineer starting 09/25

Supervision: hive (Alexandru Dobrila) and Topal (Olivier Beaumont, Lionel Eyraud-Dubois, Julia
Gusak)

Related Topics: PhD Thesis 3.1.1

Context: The rapid development of LLMs trained on generic data has opened up spectacular
capabilities in many fields [24, 25, 26]. It is common for users to wish to specialize an LLM for a
particular purpose, and to carry out a fine-tuning phase prior to use [27]. This fine-tuning operation
is much less expensive in terms of computation, but with the size of LLMs models, performing this
operation requires a large amount of memory, and therefore recent GPUs. The aim here is to enable
this fine-tuning operation to be carried out with less recent resources, but potentially in larger number,
so that memory of resources can be aggregated to store the whole model. However, there is a significant
communication cost associated with the use of distributed GPUs, and it may be appropriate to use
fewer resources, by also aggregating CPU memory and precisely controlling the memory peak. Topal is
developing re-materialization and offloading solutions that help to limit memory requirements during
model training, with limited overhead in terms of execution time. In particular, OffMate [28] enables
fine-tuning of large models such as Llama-3 on a single GPU.

Goals: The aim of this project is to make the OffMate open-source software stable and to port it to
the hive Compute application stack. The work will involve professionalizing the development of this
software, testing and validating it on the most popular LLM models, and maintaining documentation
and tutorials to make it easier to use. A special effort will also be made to facilitate the deployment
of OffMate in a hive Compute environment. The work will initially focus on training on a single GPU,
but may be extended to enable training on multiple GPUs for larger models.

3.2 Axis 2: privacy and security for training, algorithmic, system and
hardware approaches.

Coordination: Davide Frey (Wide)

10  Inria / hive Challenge
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3.2.1 Enhancing Privacy in Decentralized Machine Learning Through Homomorphic
Encryption

Resources: PhD Thesis starting 09/25

Supervision: Wide (Davide Frey), Inria Rennes (Philippe Chartier), and Mathematics Institute of
Rennes (Mohammed Lemou).

Related Topics: PhD Thesis 3.3.3, PhD Thesis 3.3.4.

Context: Decentralized machine learning presents a transformative approach, empowering users
to train models locally and maintain control over their data [29]. However, this model introduces
significant privacy risks, particularly through attacks such as membership inference, wherein an
adversary may deduce whether certain data points were part of a user’s training set. Such vulnerabilities
underscore the pressing need for effective privacy-preserving mechanisms [30, 31].

Goals: The primary aim of this thesis is to investigate and implement strategies utilizing
homomorphic encryption to address the privacy risks associated with decentralized model sharing.
Key objectives include:

1. Identifying specific homomorphic encryption operations that can effectively prevent data leakage.

2. Exploring optimization techniques that navigate the computational limitations of homomorphic
encryption, especially concerning the considerable costs associated with multiplicative operations.

Approach: The research will focus on several key areas:

— Mathematical Foundations: The PhD candidate will explore the theoretical aspects of
homomorphic encryption and differential privacy, leveraging the expertise of Philippe Chartier
and Mohammed Lemou, where they specialize in mathematical methods for homomorphic
encryption [32]. This collaboration aims to integrate mathematical insights with practical
computational applications.

— Distributed Algorithms and Machine Learning Structures: With Davide Frey’s experience in
the WIDE team at Inria, which specializes in distributed algorithms and decentralized machine
learning [33, 34|, the research will implement relevant algorithmic approaches. A selective
encryption strategy will focus on encrypting only a subset of machine learning model parameters,
seeking to balance privacy enhancement with computational efficiency. The validation of this
hypothesis will involve both theoretical proofs and empirical investigations.

— Implementation Strategy: A significant focus will be on incorporating the newly developed
privacy-preserving techniques into a decentralized machine-learning library, particularly within
the framework of the FedMalin Inria challenge. This hands-on application will serve as a critical
testing ground for assessing the effectiveness of the proposed methods.

3.2.2 Security and Enhancement for Next-gen Trusted RAG Yields using Confidential
Computing

Resources: PhD Thesis starting 09/25
Supervision: Wide (David Bromberg and Davide Frey) for Inria and Alexandru Dobrila for Hive.
Related Topics: PhD Thesis 3.3.3, PhD Thesis 3.2.3
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Context: Operating on distributed data, be it for inference or for training a distributed model
holds the promise for more private forms of machine learning. Instead of having a single or a few
service providers that collect user data, data can remain on user devices without being collected in
large data silos. In spite of this, decentralized learning does not automatically guarantee privacy.
Indeed, in a distributed setting any participant becomes a potential attacker. In this setting, the
integration of confidential computing into artificial intelligence (AI) systems is becoming increasingly
important [35] as organizations adopt Al for handling sensitive data in sectors like healthcare, finance,
and defense. Retrieval-Augmented Generation (RAG) systems, which combine information retrieval
with generative models, such as large language models (LLMs), are a popular solution for tasks like
document summarization, chatbot development, and recommendation engines. However, they are often
deployed in cloud environments, which introduces security risks, including data leakage, intellectual
property (IP) theft, and model tampering.

The brand new Intel TDX CPU or AMD SEV-SNP features provide a promising solution by securing
RAG systems through the isolation of both Al models and data within trusted execution environments
(TEESs), even when deployed in multi-cloud or untrusted cloud infrastructures. Confidential computing
features like TDX or SEV-SNP protect sensitive workloads by encrypting data during processing (data-
in-use), while also ensuring model privacy and integrity using cryptographic attestation [36, 37]|.

Goals: This thesis plans to leverage server-side confidential computing devices to secure the processes
of training and inference in decentralized machine learning. A number of approaches have already
proposed the use trusted hardware in the context of federated learning [38, 39, 40]. But the use of
TEEs in the context completely decentralized learning remains a niche application [41] particularly
because many of these technologies like Intel’s SGX are currently being discontinued. This calls for
approaches that can integrate the novel generation of server-side trusted hardware (e.g. Intel TDX)
with non-trusted devices.

In this PhD thesis, we aim to leverage the Wide team’s expertise in Operating Systems and Hypervisors,
on trusted execution environments [42], and decentralized machine learning |33, 34| to design a Trusted
Virtual Machine Monitor (VMM) that will manage and secure Intel TDX-enabled Retrieval-Augmented
Generation (RAG) systems, addressing key research objectives. Designing a Trusted VMM presents
significant challenges due to the stringent requirements for security, performance, and scalability.

A first challenge lies in ensuring that the VMM operates transparently with the guest operating
systems (OS). This entails providing essential security services—such as isolation and resource
management—without modifying the guest OS or requiring it to be aware of the underlying TDX-aware
VMM. Ensuring this transparency is critical for compatibility with existing systems and workloads, as
modifying the guest OS would introduce substantial overhead and deployment complexity.

A second challenge results from the fact that not all available hardware will be equipped with
confidential-computing devices. This results from the presence of non-trusted or incompatible server-
side devices. To this end, we plan to leverage clustering approaches that can make it possible to
leverage groups of devices that can communicate with each other. However, naive clustering would
make the system very vulnerable to attacks. As a result, we plan to leverage a hybrid solution in
which the data managed by a model is split between a protected and an unprotected part, leading to
an inference or training process that is split between trusted and non trusted devices.

3.2.3 Middleware for the secure execution of AI jobs on heterogeneous consumer
hardware architectures

Resources: PhD Thesis starting 09/25
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Supervision: Stack (Guillaume Rosinosky and Mario Sudholt) for Inria and Alexandru Dobrila for
Hive.

Related Topics: PhD Thesis 3.3.3, PhD Thesis 3.3.4, PhD Thesis 3.2.2

Context: Taking security into account in distributed AI work is essential to respect user privacy,
whether for inference or model training [43]. One way of overcoming this challenge is to employ
the hardware security capabilities provided by modern processors, co-processors and chipsets [44, 45].
Security features present on modern consumer computers include, for example, the Trusted Platform
Management (TPM) chipsets integrated into the majority of recent x86 motherboards, or Microsoft
Pluton [46] in modern x86 processors. These modules provide numerous functions to help secure
applications, such as key storage, encryption and decryption. Added to this are the capabilities of
ARM processors to securely run code in isolation, using TrustZone technology [47]. These have been
successfully employed on Al projects in recent work [45, 48], and this type of platform (ARM) is
becoming increasingly widespread in consumer computers and data centers. However, not all these
capabilities are identical, nor do they provide the same security guarantees depending on the family
and model of processors and chipsets employed. Added to this is the complexity of using this type of
architecture, which often requires specific programming models resulting in heavy adaptations of the
executor code [48], or in other cases a very reduced performance [43].

Goals: The main objective of this PhD is to provide middleware-like software support able to
distribute and run Al workloads on resources hosted on end-user computers, according to their software
and hardware capabilities, while taking into account users’ privacy requirements. Several research
questions will be considered:

— how to ensure the security of Al processing on computers with heterogeneous capabilities, taking
advantage of TPM and TrustZone?

— how to adapt AI processing to take advantage of these security capabilities?

— what trade-offs between security and performance need to be addressed, and how can jobs be
dynamically distributed across participating nodes?

The development of this middleware is based on the following steps: First, an analysis of the capabilities
and limitations of TPM and TrustZone will be carried out to understand how these technologies can
secure Al processing. Then, the middleware will be designed to automatically detect the hardware
capabilities of computers and adjust security level according to the available configuration. To
achieve this goal, it will integrate mechanisms to isolate Al processing with TrustZone and secure
the storage of sensitive data with TPM. Finally, an Al job orchestrator based on optimization models
and /or heuristics to determine the most efficient deployment according to security, performance and
machine availability needs. Experiments on devices equipped with these technologies will validate
the middleware. Tests will measure the impact of dynamic adaptation on security and performance,
providing data on the feasibility and effectiveness of the middleware in real-world scenarios.

3.2.4 Confidential containers for AI worklads

Resources: One 2-year engineer starting 09/26
Supervision: hive (Alexandru Dobrila), Stack (Guillaume Rosinosky) and Wide (Davide Frey)
Related Topics: PhD Thesis 3.2.2, PhD Thesis 3.2.3.
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Context: The increasing use of Al applications on user devices (PCs, laptops) raises concerns about
the protection of sensitive data. The migration of Al workloads to local platforms outside the cloud
increases the need for robust security solutions on end-user devices. Some processors offer code
execution isolation features, such as Intel TDX [49] and ARM TrustZone [47]. In addition to these,
chipsets such as Trusted Platform Module (TPM) and Microsoft Pluton [44] offer advanced security
mechanisms that are still under-exploited in user environments. The combination of confidential
containers and these technologies would make it possible to guarantee a secure environment for Al,
directly on PCs and personal computers. Existing initiatives such as Confidential Containers [50] are
generalist and limited in the performance they offer [43].

Goals: The aim of this research is to design a customized confidential container model for Al
workloads on user devices, integrating advanced security technologies such as TDX, TrustZone and
TPM:

— Development of a secure container for user PCs: Create a prototype container capable of isolating
sensitive Al data and running efficiently on personal machines, while guaranteeing a high level
of privacy.

— Integration of client-side TrustZone and TPM technologies with their datacenter-side counterpart

TDX: Ensure enhanced security through a hybrid architecture combining TDX for Intel
processors, TrustZone for ARM architectures, and TPM for key management and authentication.

— Security and performance evaluation: Test the effectiveness of the solution in terms of data
isolation, resistance to advanced threats and performance for Al workloads, validating its
suitability for uses requiring a high degree of privacy.

A prototype executor will also be made available to the community as part of the reproducible research.

This research proposes to design and evaluate a confidential container prototype for PCs, taking
advantage of TDX for secure isolation on Intel processors, TrustZone for runtime protection on ARM,
and TPM for key management and authentication. In the state of the art, current approaches to secure
containers often extend system calls, use Library OS or are based on WebAssembly [48|. The extension
of approaches such as Confidential Containers [51], Google gVisor [52, 53] or Open Enclave SDK [54]
can be considered for this work. The prototype will be tested in a variety of environments to measure
its effectiveness in terms of privacy protection and performance. The approach will focus on a flexible
architecture compatible with different types of hardware to meet heterogeneous user needs.

3.2.5 Distributed training with Malicious clients

Resources: PhD Thesis starting 09/26
Supervision: Coati (Chuan Xu) and Neo (Samir Perlaza) for Inria and Igor Carrara for Hive.

Related Topics: PhD Thesis 3.3.1

Context: Federated Learning (FL) empowers a multitude of IoT devices, including mobile phones
and sensors, to collaboratively train a global machine learning model while retaining their data
locally [55, 56]. A prominent example of FL in action is Google’s Gboard, which uses a FL-trained
model to predict subsequent user inputs on smartphones [57]. However, in the absence of protective
measures, malicious participants in FL can easily derail the learning process or even extract sensitive
information from other participants. For example, a malicious agent can deteriorate the model
performance by simply flipping the labels [58] and/or the sign of the gradient [59] and even inject
backdoors into the model [60] (backdoors are hidden vulnerabilities, which can be exploited under
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certain conditions predefined by the attacker, like some specific inputs). Furthermore, a malicious
participant can infer when a particular property appears in another participant’s training dataset by
locally optimizing an alternate loss function [61]. Additionally, it can also infer class representations
of a target participant by secretly training a local generator and submitting a manipulated model
update [62].

Goals: The objective of this PhD research is to investigate privacy vulnerabilities in Federated
Learning (FL) systems and in distributed training systems more in general, particularly when malicious
participants poison local models. First, we aim to advance existing reconstruction attacks to extract
private information beyond simple class representations. These attacks are intended to operate
stealthily, making them difficult to detect using conventional intrusion detection methods. Second, we
seek to develop a theoretical framework to quantify privacy leakage within a bounded model-poisoning
neighborhood. The bounded nature of the attack ensures that it remains undetectable to some extent
- an area that remains largely unexplored in current research. Finally, our goal is to identify or design
the most effective defenses to mitigate these attacks while maintaining the high performance of the
final model.

This research will integrate theoretical analysis with empirical validation to investigate privacy
vulnerabilities in FL systems. We will develop advanced model poisoning attacks inspired by geometric
properties to enhance existing model poisoning techniques for privacy, enabling greater information
leakage about honest participants. A theoretical framework will be constructed that defines key privacy
metrics, such as mutual information and KL divergence, while incorporating the concept of bounded
neighborhoods to effectively quantify privacy leakage, building on the literature [63, 64]. Empirical
validation will occur within a controlled simulation environment, using relevant datasets to assess both
the performance of the model and the effectiveness of implemented defense mechanisms.

3.3 Axis 3: Large-scale computing on intermittent resources

Coordination: Giovanni Neglia (Neo)

3.3.1 Management of complex applications on volatile heterogeneous platforms

Resources: PhD Thesis starting 09/26

Supervision: Coast (Thomas Lambert, Claudia-Lavinia Ignat) and Magellan (Shadi Ibrahim) for
Inria and Mamoutou Diarra for Hive.

Related Topics: PostDoc 3.3.2

Context: We are interested in studying how to facilitate and optimise the execution of batch
jobs (e.g., MapReduce applications, data-intensive applications) in hive Net-like environments. The
challenges we face in this context are: (i) the heterogeneity of the platform in terms of compute,
memory and network, (ii) resource dynamicity and (iii) node availability (churns).

Goals: The aim of this task is to provide reliable and scalable data processing on large-scale, trusted
P2P systems. This research is expected to make innovative contributions in the following aspects:

— We first plan to study static allocation strategies from the perspective of P2P systems where,
unlike clouds, resources are extremely heterogeneous. Designing a practical, realistic yet tractable
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model will be one of our first objectives.

— To cope with the dynamic nature of resources, allocation decisions should be made during
execution - at runtime. The aim is to design a scheduling policy that adapts to resource
dynamicity, even in the absence of up-to-date information about the whole P2P system. The
balance between static and dynamic approaches (and its potential, as demonstrated in earlier
work [65]) will be an important aspect of this work.

— We will also work on a scheduling policy when multiple tasks (that belong to different jobs) share
part of their input files. For example, in the hive Net Private context, we can consider that the
dataset owned by the company can be used for different purposes at the same time. Similar
problems have already been addressed for compute-intensive tasks and in HPC systems [66, 67|,
but not for data-intensive applications in highly distributed environments.

— Finally, resource dynamicity lead to performance variability and thus to stragglers (slow tasks).
This prolongs the execution of applications as the execution time depends on the completion
time of these tasks [68]. We plan to investigate how to detect stragglers in such heterogeneous
environments and how to deal with them efficiently - at runtime, by adapting techniques such as
cloning and speculative execution [68, 69].

3.3.2 Fault Tolerance in hive Compute

Resources: One 1-year PostDoc starting 09/2026
Supervision: Magellan (Shadi Ibrahim) for Inria and Mamoutou Diarra for Hive

Related Topics: PhD Thesis 3.3.1, PhD Thesis 3.1.2

Context: Unlike clouds, large-scale P2P environments are characterized by a high number of node
failures and churns. This can lead to unwanted delays in the completion time of running applications
and makes both scalability and reliability critical when running data-intensive applications (e.g.,
MapReduce applications) in a hive Compute environment. We are interested in investigating how
to optimize the execution of data-intensive applications in the presence of failures and churns by
leveraging the hive-Disk platform, using checkpoints and making job scheduling failure-aware.

Goals: General purpose fault tolerant strategies lead to excessive execution of recovery tasks (re-
execution of tasks on failed machines). Therefore, we will investigate how to adapt fault-tolerance
techniques to P2P systems by making job scheduling failure-aware (leveraging our previous experience
and work with Hadoop clusters |70, 71]) and by enabling checkpoint/restart so that we can roll back
execution from the last checkpoint instead of restarting the execution after a failure [72]. We will present
a performance model for checkpoint /restart in P2P systems and introduce a scheduling framework that
decides when and where to trigger checkpoints and where to restart, and when and where to execute
recovery tasks, taking into account failure distribution, data location, and resource heterogeneity. We
will also explore how the hive-Disk platform can be used to store checkpoints and temporary data (e.g.,
map outputs in MapReduce).

3.3.3 Inference and Training in a Large-Scale Volatile environment

Resources: PhD Thesis starting 09/2026
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Supervision: Mimove (Nikolaos Georgantas) and Wide (Davide Frey) for Inria and Igor Carrara for
Hive.

Related Topics: PhD Thesis 3.1.1, PhD Thesis 3.1.2, PhD Thesis 3.2.5

Context: hive aims at deploying a large-scale inference and training engine on user machines
distributed across the planet. This poses significant challenges due to the open and heterogeneous
nature of such a network environment, which may include resource-constrained nodes that can join
and leave at any time. In this context, two research directions can be identified.

Firstly, inference and even more training are applications that are very demanding in terms of resources.
We aim to enable effective inference and training in such an environment, while addressing the
dynamicity, resource constraints and distribution of the participating devices.

Secondly, nodes may operate maliciously [73| and they may carry out so-called sybil attacks, with a
malicious user’s device impersonating a large number of machines. Addressing these attacks in the
context of decentralized machine learning poses different challenges with respect to a general-purpose
distributed system. On the one hand, the inherent redundancy associated with machine learning
models may provide some partial protection from malicious behavior that can be complemented with
classical approaches. On the other, the complex architecture of machine learning models calls for
replication techniques that concentrate on the most critical components of a model.

Goals: The goal of this thesis lies in addressing the challenges associated with decentralized machine
learning in the context of large-scale systems. We will consider the two main settings of inference, and
training in a distributed setting.

Regarding the first identified research direction, we will address optimal scheduling of machine learning
models over a network of heterogeneous, volatile and resource constrained nodes. We will aim at
optimizing metrics such as resource consumption or latency and deal in an adaptive manner with
the dynamic resource network [74]. We will rely on existing model architectures and techniques of
distribution, parallelism, compression and acceleration for resource constrained devices [75]|, while
taking into account large-scale communication between nodes. While addressing inference in a first step,
we will extend our study to include training, where, additionally, distributed model synchronization
should be taken into account.

Regarding the second research direction and in the context of inference, the first challenge consists
of addressing the malicious and erratic behavior of participating nodes. This can include nodes that
purposely try to disrupt the inference process, and nodes that experience bugs or other kinds of
failures, collectively known as Byzantine failures 73], or simply nodes that disconnect permanently or
temporarily causing churn [76]. The second challenge consists of addressing Sybil attacks in addition to
byzantine behavior [77]. This turns out to be particularly difficult as the attacker’s ability to create an
arbitrary number of identities prevents the use of deterministic algorithms that rely on the knowledge
of the number of network participants. In the context of training, the challenges of Byzantine behavior
and Sybil attacks remain and will require novel techniques to design resilient training algorithms.

More specifically, regarding the first research direction, we will rely on our previous research
results in the MIMOVE team on optimal placement of data stream operators in the edge-fog-cloud
continuum [78, 79]. We will devise new efficient and adaptive algorithms that take into account the
particularities of inference and training in the demanding large-scale volatile environment in question.

Regarding the second research direction, we plan to start by studying how existing models can be
split and replicated during the inference process. In particular, we plan to identify for each considered
model, the portions of the model that are most sensitive to byzantine behavior and focus on approaches
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that replicate these parts of the models. This will make it possible to define novel algorithms that
can efficiently tackle byzantine behavior in the context of a distributed inference process. In a second
step, we plan to address Sybil attacks by combining the techniques recently developed by the WIDE
team [80] with novel approaches based on the design of an identity management system for devices.
We also plan to address the issue of training a model in a large-scale distributed environment. In this
case, we will consider both model and data parallelism [81]. In the case of model parallelism, we may
be able to extend some of the techniques developed for the inference process to the case of training.
Finally, to address the volatile and dynamic nature of large-scale networks, we will leverage the recent
results of the WIDE team on the topic and design novel probabilistic algorithms that can support both
inference and training.

3.3.4 Frugal Distributed Training with Volatile Resources

Resources: PhD Thesis starting 09/2026
Supervision: Argo (Kevin Scaman) and Neo (Giovanni Neglia) for Inria and Igor Carrara for Hive.

Related Topics: PhD Thesis 3.1.1, PhD Thesis 3.3.3.

Context: The hive distributed platform allows participants to share computing and storage resources
for limited periods. While resource availability may sometimes be known in advance, it is also prone to
unpredictable fluctuations, with resources being withdrawn unexpectedly. This challenge is central to
cross-device federated learning (FL) systems, where client participation is often dependent on factors
like battery levels and WiFi connectivity. In operational FL systems, this volatility is typically managed
by recruiting a large pool of clients at each round and proceeding once a sufficient number of responses
are received. However, this approach can introduce biases, which have been addressed in the literature
only for basic stochastic [82, 83, 84] or cyclic participation models [85, 86], the latter being motivated
by time-of-day patterns in client availability.

Goals: The hive use case presents several distinctive challenges. First, the system operates on a much
smaller scale, and concerns about efficiency and cost-effectiveness limit the feasibility of recruiting
large numbers of participants to ensure redundancy. Second, while FL systems must contend with the
inability to move datasets across clients (and the consequent difficulties due to statistical heterogeneity),
hive may permit the transfer of portions of data to participants. Lastly, hive clients’ availability may
be known in advance or at least predicted with greater accuracy. The objective of this PhD is to
develop new distributed training algorithms tailored for the hive environment. These algorithms will
determine which resources to utilize, when to engage them, and how they should be employed—for
example, how much data to transfer and how many consecutive model updates a client should perform
before communicating back.

This research will involve several key phases, requiring different methodologies. First, a modeling
phase will focus on characterizing the availability patterns of hive participants using real-world traces
or insights from hive engineers. The next phase will involve algorithm design, with the aim of developing
solutions that come with theoretical guarantees regarding training time duration. These algorithms
will initially be tested in a simulated environment using standard machine learning datasets, before
being deployed and evaluated in the hive system.
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3.3.5 Transient heterogeneous clusters for Big Data and Al workloads

Resources: One 2-year engineer starting 09/2026
Supervision: Stack (Guillaume Rosinosky) and Igor Carrara for Hive.

Related Topics: PhD Thesis 3.3.1

Context: The operation of IT infrastructures, whether personal or professional, remains largely
under-optimized, resulting in excessive energy consumption with no real added value. To overcome
these inefficiencies, technologies such as virtualization, containerization and Function as a Service
(FaaS) solutions have enabled developers to move away from dependences on a specific hardware
platform [87]. In this context, Kubernetes is a solution for managing workloads at a scale that is
ubiquitous not only in data centers, but also right up to the network edges (KubeEdge, K3S) [88].
This is particularly the case for resource-intensive Big Data and AI workloads. However, the use
of Kubernetes on end-user workstations remains marginal, apart from rare initiatives such as Akash
Network [89]. Major challenges to address include the need to take into account the heterogeneity
of platforms and their characteristics, and to consider transient work nodes that can be started or
stopped by users when required [90].

Goals: The aim of this work is to study the effects of using Kubernetes worker nodes on different
operating systems, in particular Windows and Linux for running Big Data and AI jobs on fleets of
user computers. As users can provision and release machines at any time, an in-depth performance
analysis will be carried out, including the study of “cold start” phenomenon caused by the execution of
containers and virtual machines. Finally, the impact of releasing machines will be measured in relation
to the user’s workload, using metrics such as processor consumption, memory usage, disk /O and
network bandwidth.

A prototype executor will also be made available to the community as part of the reproducible research.
The proposed approach includes a state-of-the-art analysis, followed by the development of an executor
prototype based on well-established tools such as WSL, K3S or KubeEdge. This prototype will be used
to run Big Data workloads (such as Apache Flink or Spark) and Al workloads, based on benchmarks
recognized by the scientific and industrial communities. A detailed analysis will be made of the time
required to deploy a new cluster, install and release compute containers, depending on the capabilities
of the target machine, the framework (Big Data, AI), the Kubernetes distribution (K3S, KubeEdge,
etc.) and the Operating System (Windows, Linux).

4 PROJECT MANAGEMENT

4.1 Governance

As per the existing partnership agreement, the project will be directed through :

1 Steering Committee composed of :

— Inria: The Deputy Director General for Innovation (Frangois Cuny or his representative) + the
Deputy Director General for Science (Jean Frédéric Gerbeau or his representative)

— the Partner: Antoine Clerget + David Gurlé - CEO and executive directors of hive
1 Management Committee composed of :

— Inria: 1 Scientific Director (Olivier Beaumont) + 1 Operational Director (Amar Bouali)
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— the Partner: Alexandru Dobrila - hive Technology Director

In addition, each axis has a scientific coordinator, who is responsible for the animation of the axis,
preparing activity syntheses for plenary meetings, and organizing regular videoconference meetings
within each axis.

The Steering Committee will meet once a year, with representatives of the Management Committee.
Its role is to make all strategic level decisions aimed at ensuring the harmonious development of the
partnership/Joint Laboratory, in accordance with the objectives, priorities and interests of both Parties.
Its members have the authority to commit the institutions to the decisions made.

The Management Committee will meet every 8-10 weeks (at least twice a year), with various members
of the project. The Management Committee is responsible for implementing the Steering Committee’s
strategy, monitoring and ensuring the day-to-day coordination of the Partnership and its work, drawing
up consolidated activity reports, ensuring relations with third parties and, more generally, for the
research topics covered by the Partnership.

More details are available in the existing partnership agreement.

In addition, to ensure good synchronisation and coordination with the various national projects on
related

topics, representatives will be appointed with PEPR Secure Compute https://www.pepr-cybersecurite.
fr/projet/securecompute/, PEPR IA https://www.pepr-ia.fr, PEPR Cloud https://pepr-cloud.fr/fr/,
PEPR Numpex https://anr.fr/fr/france-2030/programmes-et-equipements-prioritaires-de-recherche-pepr/
numerique-pour-lexascale-numpex/ and the Inria Challenge Fed-Malin https://project.inria.fr/fedmalin/

4.2 Resources
In order to achieve the objectives of this challenge we need the following resources:

— 9 PhD positions distributed over the three axis (2 in Axis 1 on Frugality, 4 in Axis 2 on Security
and Privacy, 3 in Axis 3 on Volatility)

— 2 Postdoc positions (3 years in total) in Axis 1 and Axis 3.

— 3 Engineer positions (6 years in total) who will prototype the results of the solutions proposed
within the PhD theses or build an environment to help the implementation of PhD works.

— 12 Internship positions (6 years in total) associated to PhD and Engineering positions.

A joint operational budget will cover expense needs for the product, typically including travel costs
such as:

— two plenary meetings/workshops per year with all the project members;

— two travels of two weeks per year for each PhD student in the research center that ensures the
co-supervision of the thesis;

— one travel of one week per year for each permanent member that supervises/co-supervises a
thesis in the research center that supervises/co-supervises the respective thesis. This travel will
be synchronised with the travel of the Ph.D. student;

— two travels of one week per year for each engineer/postdoc to the partners involved in the task.

— One mission per year and per PhD student or Postdoc to present the results of Cupseli at
international conferences.
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4.3 Dissemination and visibility.

Dissemination and transfer of knowledge are both internal and external activities to the project
consortium. Within the former, it is a process of improving knowledge among partners. As for external
dissemination, it will be focused on scientific communication.

All consortium partners will contribute to the dissemination activities by means of:

— writing of research papers and participation to peer-reviewed international conferences and
journals.

— producing and publishing open-source code implementations;
— setting-up and maintenance of various dissemination tools, e.g. web-site;

— organizing and participating in the internal workshops where outcomes of the project will be
demonstrated.

All documentations are expected to be public. They will first circulate inside the project and will be
made public as soon as the involved partners have declared their consent.

An Internet website will be developed from the very start of the project, whose main objective is to
diffuse the challenge objectives and results as wide as possible, throughout the community and over.

4.4 Future possibilities (at the end of the Challenge)

The collaboration with hive will open up new research topics for Inria teams from future business use
cases of hive like Al training on higly distributed and heterogeneous ressources for instance.

The distributed compute based on available ressources from the community proposed in this challenge
contribute to the overall target of carbon foot print reduction the tech industry is facing. This project
ultimately represents a greener solution for the upcoming Al challenges by provide another way to
address the growing power requirments than building new Dataceeters. As such we intend to apply for
national and internatinoal call for project like PTA IV, i-démo or Horizon Europe.

Moreover, through the Security and Privacy axis (Section 2.1.2), the project might also contribute to
the GAIA-X initiative (https://www.data-infrastructure.eu) that proposes the next generation of open,
transparent and secure data infrastructure where data and services are shared in a trusted environment.

5 IMPACT AND RESULTS EXPLOITATION

Users are increasingly concerned about the security and privacy of their data, the dependence on
centralized cloud service providers for data storage and for computations, and the growing impact of
data centers on our planet. The aim of hive is to address these concerns and give users total control
over their data and computation in a secure, private environment.

5.1 Expected impact
To achieve the objectives and meet the expectation mentioned above, hive needs to establish a research

culture that will play an active role in the development of the hive technology through an initiative
geared towards generating innovation tailored to its specific needs.
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This joint challenge between hive and Inria is considered as a “strategic partnership”, set up specifically
to strengthen the innovative capacity of hive and to create a permanent link between hive engineers
and Inria researchers.

This partnership will let Inria and hive share their expertise — namely, hive’s technical skills and Inria’s
scientific skills in the digital domain. The aim is to advance the distributed cloud assets for the benefit
of cloud users, by overcoming the scientific and technical obstacles currently standing in hive’s way.
This strategic partnership initiative provides a way of answering the challenges discussed in Section 1.

In the very short term, this strategic partnerships will create job opportunities in France by hiring
nine PhD students, three research engineers, two postdocs, and a few interns.

In the mid/long terms, hive intends to hire the graduated PhD students and the interns as permanent
research engineers and continue the collaboration with Inria while hiring other PhD students to address
new challenges eventually.

5.2 Sharing and results exploitation

The results of this partnership may be of diverse nature and consist of both tangible results as well as
of skills and personal experiences that both project organizers and participants to the activities have
acquired.

Tangible results may include for example:
— approaches, models or algorithm to solve a specific problem:;
— a practical tool or a software;
— research reports or studies (e.g. scientific publication).

Public disclosure of some project key results by any appropriate means is very important for both hive
and Inria. It makes research results known to various stakeholder groups (e.g., research peers, industry
and other commercial actors, professional organisations, policymakers) in a targeted way, enabling
them to use the results in their own work. This process will be planned and organized at the beginning
of each sub-topic of this joint collaboration. The results could be shared through the following means:

— scientific publications;

— contribution to open-source code;

— events: exhibitions, workshops, demo days, cluster events;
— participation to third-party events: scientific conferences;

— other dissemination supports: public website, press releases, white papers, online tools and
training for specific target groups.

Alternatively, some joint key results may constitute a patentable invention and may be deemed by the
Steering Committee to warrant the filing of a Patent shall be patented in the joint names of Inria and
Hive.

During the first months of the partnership, the steering committee will define the dissemination and
exploitation strategies focusing on the planned project outcomes and targeted stakeholders. This will
be updated each year after annual monitoring. The planning and execution of the project dissemination
activities require a schedule closely aligned with key collaboration objectives and milestones. At this
scope, the project will be organized around 3 phases:

— Initial awareness phase (Month 0-6) to ensure the partnership is known to relevant stakeholders
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and the public in general. In this phase, we will communicate through digital medias and through
the Inria and hive websites to announce the partnership and share its main objectives.

Targeted dissemination phase (Month 6-30): attend selected events. Preliminary project results
will be presented to the target audiences through participation in events and scientific conferences,
scientific publications, organisation of workshops, creation of communication materials, media
general outreach through press releases and articles in magazines.

Presentation of results (Month 30-36): this represents the period when the project reaches its
most significant outputs. This will be the more active period in the whole dissemination strategy,
matching with the publications and the defense of the PhD theses. Exploitation of these results
will also be ensured by outlining the actions required to fulfill their market potential.

The main focus for the researchers, engineers and PhD students involved in this collaboration will be
on the development of methods, models, algorithm and prototypes around the main challenges and
topics that we have identified. These results will be progressively leveraged by the hive R&D team by
integrating them into the hive solution.
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