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Some elements on RISC-V + comparison



RISC-V [7]

Unprivileged architecture:
I Modular design
I Base and extensions
I Standard modules can be

combined without conflict
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RISC-V [7]

Privileged architecture:
I Machine ISA
I Supervisor ISA
I Supports full virtualization
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Custom instructions and ongoing extensions

I Cache Management Operations for RISC-V:
https://github.com/riscv/riscv-CMOs
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Existing “application-class” RISC-V cores (mainly 64-bit)1

1Alexander Dörflinger et al. “A Comparative Survey of Open-Source Application-Class RISC-V
Processor Implementations”. In: Proceedings of the 18th ACM International Conference on
Computing Frontiers. CF ’21. Virtual Event, Italy: Association for Computing Machinery, 2021, 12–20.
isbn: 9781450384049. doi: 10.1145/3457388.3458657. url:
https://doi.org/10.1145/3457388.3458657.
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Small-scale cores [2] (MECO 2019)
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OpenHWgroup implementations - CVA6 [4]
Core License Language ISA Pipeline structure
CVA6 Solderpad SystemVerilog RV64IMAC 6-stage

CV32E40P Solderpad SystemVerilog RV32IM[F]C 4-stage

Figure: https://cva6.readthedocs.io/en/latest/index.html
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OpenHWgroup implementations - CV32E40P [5]
Core License Language ISA Pipeline structure
CVA6 Solderpad SystemVerilog RV64IMAC 6-stage

CV32E40P Solderpad SystemVerilog RV32IM[F]C 4-stage

Figure: https://cv32e40p.readthedocs.io/en/latest/
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LiteX: a framework to build SoCs in Python



Building RISC-V based SoCs

Methodology Maintainability Language Dev. cost SW layer
By hand - TBD +++ TBD

Chipyard2 + Bash - Simulation with Spike

LiteX3 + Python -
Spike simulation
HDL simulation

Buildroot/OpenSBI

2https://github.com/ucb-bar/chipyard
3https://github.com/enjoy-digital/litex
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LiteX example

Figure: https://pcotret.github.io/ENSTAB-RISCV
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LiteX example

class BaseSoC(SoCCore):

def __init__(self):

platform = nexys4ddr.Platform ()

# SoC with CPU

SoCCore.__init__(self , platform ,

cpu_type="picorv32",

clk_freq =100e6 ,

integrated_rom_size =0x8000 ,

integrated_main_ram_size =16*1024)

# Adding a peripheral

SoCCore.add_csr(self ,"joystick")

self.submodules.joystick =

spijoystick.SpiJoystick(platform.request("joystick"))
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Some LiteX features

I Several cores available (including the CV32E40P) : https://bit.ly/3CDs1DK
I Custom CPUs can be easily added (Python wrapper)
I Multi-CPU SoC may be available w/ minor changes:

https://bit.ly/3FC8LbS

I Adding a peripheral: a few Python lines
I Example SoC to run a Buildroot Linux on VexriscV: https://bit.ly/3FxXLfB
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Some cache mechanisms that may be interesting



RPCache4

4Zhenghong Wang and Ruby B. Lee. “Covert and Side Channels Due to Processor Architecture”.
In: 2006 22nd Annual Computer Security Applications Conference (ACSAC’06). 2006, pp. 473–482.
doi: 10.1109/ACSAC.2006.20.
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Partitioned cache architecture5

5D. Page. Partitioned Cache Architecture as a Side-Channel Defence Mechanism.
https://eprint.iacr.org/2005/280.
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Cache-based SCAs6

This paper has some other interesting details on RPCache.

6Zhenghong Wang and Ruby B. Lee. “New Cache Designs for Thwarting Software Cache-Based
Side Channel Attacks”. In: SIGARCH Comput. Archit. News 35.2 (2007), 494–505. issn: 0163-5964.
doi: 10.1145/1273440.1250723. url: https://doi.org/10.1145/1273440.1250723.
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