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Meltdown and Spectre
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Many processors (Intel, Arm, …) are


vulnerable although proven correct

Trace properties

Side channel attacks

Attacks compare multiple executions
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Hyperproperties and Properties
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T ✏ H , T 2 H
<latexit sha1_base64="Oq5N8l9Jgdaqr/0edqSMecWubvU=">AAACG3icbVA9TwJBEN3DL8SvU0ubDcTEityhiZZELSgsMAEk4S5kb9mDDXt7l905DCH0/gn/gq32dsbWwtZf4vJRCPiSSV7em8nMvCARXIPjfFuZtfWNza3sdm5nd2//wD48aug4VZTVaSxi1QyIZoJLVgcOgjUTxUgUCPYQ9G8m/sOAKc1jWYNhwvyIdCUPOSVgpLadr2FvcEt0D1ewd8dCULzbA6JU/IiNxSWutO2CU3SmwKvEnZMCmqPatn+8TkzTiEmggmjdcp0E/BFRwKlg45yXapYQ2idd1jJUkohpfzT9ZYxPjdLBYaxMScBT9e/EiERaD6PAdEYEenrZm4j/ea0Uwit/xGWSApN0tihMBYYYT4LBHa4YBTE0hFDFza2Y9ogiFEx8C1sEiLEJxV2OYJU0SkX3vFi6vyiUr+fxZNEJyqMz5KJLVEYVVEV1RNETekGv6M16tt6tD+tz1pqx5jPHaAHW1y8DTqDJ</latexit>

H ✓ 2⌃
!

<latexit sha1_base64="2pxGs7jfdA9WUNWSVfvS2cYIr4I=">AAACFnicbVA9SwNBEN2LXzF+RS1FWAyCVbiLgpZBm5QRzQfkkrC3mSRLdu/O3TkhHKn8E/4FW+3txNbW1l/i5aMwiQ8GHu/NMDPPC6UwaNvfVmpldW19I72Z2dre2d3L7h9UTRBpDhUeyEDXPWZACh8qKFBCPdTAlCeh5g1uxn7tEbQRgX+PwxCaivV80RWcYSK1s8cl6prIM4DwQAut2L0TPcVabqCgx0btbM7O2xPQZeLMSI7MUG5nf9xOwCMFPnLJjGk4dojNmGkUXMIo40YGQsYHrAeNhPpMgWnGkzdG9DRROrQb6KR8pBP170TMlDFD5SWdimHfLHpj8T+vEWH3qhkLP4wQfD5d1I0kxYCOM6EdoYGjHCaEcS2SWynvM804JsnNbZEox6E4ixEsk2oh75znC7cXueL1LJ40OSIn5Iw45JIUSYmUSYVw8kReyCt5s56td+vD+py2pqzZzCGZg/X1C+Sun9I=</latexit>

Hyperproperty (Clarkson and Schneider)

P ✓ ⌃!
<latexit sha1_base64="daXr6J3sm8mGa82Mtg2I1NoSvlg=">AAACEnicbVDLSgNBEJyNrxhfUU/iZTAInsJuFPQY9OIxonlANobZSScZMrO7zvQKIQR/wl/wqndv4tUf8OqXOHkcTGJBQ1HVTXdXEEth0HW/ndTS8srqWno9s7G5tb2T3d2rmCjRHMo8kpGuBcyAFCGUUaCEWqyBqUBCNehdjfzqI2gjovAO+zE0FOuEoi04Qys1swcl6pskMIDwQP1b0VHs3o8UdFgzm3Pz7hh0kXhTkiNTlJrZH78V8URBiFwyY+qeG2NjwDQKLmGY8RMDMeM91oG6pSFTYBqD8QtDemyVFm1H2laIdKz+nRgwZUxfBbZTMeyaeW8k/ufVE2xfNAYijBOEkE8WtRNJMaKjPGhLaOAo+5YwroW9lfIu04yjTW1mi0Q5tKF48xEskkoh753mCzdnueLlNJ40OSRH5IR45JwUyTUpkTLh5Im8kFfy5jw7786H8zlpTTnTmX0yA+frF8x9nio=</latexit>

Trace property

T ✏ P , T ✓ P
<latexit sha1_base64="NxOwLoEYrEg3l5m8vnKUSJh31gk=">AAACIXicbVC7SgNBFJ31GeMramkzGIRUYTcKWga1sLCIkBckS5id3E2GzD6cuRsJIb/gT/gLttrbiZ3Y+SVOHoVJPDBwOOdc7p3jxVJotO0va2V1bX1jM7WV3t7Z3dvPHBxWdZQoDhUeyUjVPaZBihAqKFBCPVbAAk9Czetdj/1aH5QWUVjGQQxuwDqh8AVnaKRWJlemzf4N011aos078FGJTheZUtEjNZZOPA0ID7TUymTtvD0BXSbOjGTJDCb/02xHPAkgRC6Z1g3HjtEdMoWCSxilm4mGmPEe60DD0JAFoN3h5EcjemqUNvUjZV6IdKL+nRiyQOtB4JlkwLCrF72x+J/XSNC/dIcijBOEkE8X+YmkGNFxPbQtFHCUA0MYV8LcSnmXKcbRlDi3RaIcmVKcxQqWSbWQd87yhfvzbPFqVk+KHJMTkiMOuSBFcktKpEI4eSIv5JW8Wc/Wu/VhfU6jK9Zs5ojMwfr+BWBzo6o=</latexit>

Set of tracesSet of sets of traces

Compare multiple traces No trace comparison possible

Ex: Cannot require two different tracesEx: Require at least two different traces:

{T ✓ ⌃! | 9t, t0 2 T. t 6= t0}
<latexit sha1_base64="3trbUVIvwi7ZjdkTBTNiXgysBHo="></latexit>
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Information-Flow Control
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Ipublic
<latexit sha1_base64="501fzvdDZjHLB8mR/+oW+7YN4Os=">AAACGXicbVC7SgNBFJ2NrxhfUUubwSBYhd0oaBm00S6CeUA2hNnJ3WTI7IOZu2JYtvUn/AVb7e3E1srWL3E32cIkHrhwOOe+OE4ohUbT/DYKK6tr6xvFzdLW9s7uXnn/oKWDSHFo8kAGquMwDVL40ESBEjqhAuY5EtrO+Drz2w+gtAj8e5yE0PPY0Beu4AxTqV+msT1dEjsygoTe9mMb4RHjMHKk4EmS9MsVs2pOQZeJlZMKydHol3/sQcAjD3zkkmndtcwQezFTKLiEpGRHGkLGx2wI3ZT6zAPdi6dPJPQkVQbUDVRaPtKp+nciZp7WE89JOz2GI73oZeJ/XjdC97IXCz+MEHw+O+RGkmJAs1joQCjgKCcpYVyJ9FfKR0wxjml4c1ckyiwUazGCZdKqVa2zau3uvFK/yuMpkiNyTE6JRS5IndyQBmkSTp7IC3klb8az8W58GJ+z1oKRzxySORhfv4VsonM=</latexit>

Opublic
<latexit sha1_base64="6kMyCebMw9gaK3PtiJyJPaQkG+k=">AAACGXicbVC7SgNBFJ2NrxhfUUubwSBYhd0oaBm0sTOCeUA2hNnJ3WTI7IOZu2JYtvUn/AVb7e3E1srWL3E32cIkHrhwOOe+OE4ohUbT/DYKK6tr6xvFzdLW9s7uXnn/oKWDSHFo8kAGquMwDVL40ESBEjqhAuY5EtrO+Drz2w+gtAj8e5yE0PPY0Beu4AxTqV+msT1dEjsygoTe9mMb4RHjMHKk4EmS9MsVs2pOQZeJlZMKydHol3/sQcAjD3zkkmndtcwQezFTKLiEpGRHGkLGx2wI3ZT6zAPdi6dPJPQkVQbUDVRaPtKp+nciZp7WE89JOz2GI73oZeJ/XjdC97IXCz+MEHw+O+RGkmJAs1joQCjgKCcpYVyJ9FfKR0wxjml4c1ckyiwUazGCZdKqVa2zau3uvFK/yuMpkiNyTE6JRS5IndyQBmkSTp7IC3klb8az8W58GJ+z1oKRzxySORhfv49Konk=</latexit>

Security-Critical System

Osecret
<latexit sha1_base64="2vy9AQNNjam0g7RpC/Q2+urmL1E=">AAACGXicbVC7SgNBFJ2Nrxhfq5Y2g0GwCrtR0DJoY2cE84BkWWYnN8mQ2Qczd8WwbOtP+Au22tuJrZWtX+Jmk8IkHrhwOOe+OF4khUbL+jYKK6tr6xvFzdLW9s7unrl/0NRhrDg0eChD1faYBikCaKBACe1IAfM9CS1vdD3xWw+gtAiDexxH4PhsEIi+4AwzyTVp0s2XJAPFxim9dZMuwiMmGrgCTNPUNctWxcpBl4k9I2UyQ901f7q9kMc+BMgl07pjWxE6CVMouIS01I01RIyP2AA6GQ2YD9pJ8idSepIpPdoPVVYB0lz9O5EwX+ux72WdPsOhXvQm4n9eJ8b+pZOIIIoRAj491I8lxZBOYqE9oYCjHGeEcSWyXykfMsU4ZuHNXZEoJ6HYixEsk2a1Yp9Vqnfn5drVLJ4iOSLH5JTY5ILUyA2pkwbh5Im8kFfyZjwb78aH8TltLRizmUMyB+PrF6yEoos=</latexit>

Isecret
<latexit sha1_base64="7JRR29BScxVtzKF2yjqcNJZ0zkA=">AAACGHicbVC7SgNBFJ31GeMramnhYBCswm4UtAzaaBfBPCAJy+zsTTJk9sHMXTEsW/oT/oKt9nZia2frl7jZbGESD1w4nHNfHCeUQqNpfhtLyyura+uFjeLm1vbObmlvv6mDSHFo8EAGqu0wDVL40ECBEtqhAuY5ElrO6Hritx5AaRH49zgOoeexgS/6gjNMJbt0FHezJbECN6G3dtxFeMRYA1eASZLYpbJZMTPQRWLlpExy1O3ST9cNeOSBj1wyrTuWGWIvZgoFl5AUu5GGkPERG0AnpT7zQPfi7IeEnqSKS/uBSstHmql/J2LmaT32nLTTYzjU895E/M/rRNi/7MXCDyMEn08P9SNJMaCTVKgrFHCU45QwrkT6K+VDphjHNLuZKxLlJBRrPoJF0qxWrLNK9e68XLvK4ymQQ3JMTolFLkiN3JA6aRBOnsgLeSVvxrPxbnwYn9PWJSOfOSAzML5+AbHmogM=</latexit>

Public output should only depend on public input

Typical information-flow property: Noninterference

{T ✓ ⌃! | 8t, t0 2 T : t =Ipublict
0 ) t =Opublict

0}
<latexit sha1_base64="uB7I6EzvPptVoaPlIm0Xl34eB8g="></latexit>
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Other Hyperproperties
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Promptness

Is there a common bound on the number of steps until a requirement is satisfied?

Error-resistant codes

Do codes for distinct inputs have at least Hamming distance d?

Symmetry in protocols

Are clients treated symmetrically?

Cleanliness (software doping)

Do traces with similar inputs also have similar outputs?
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Causality
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Hume: “We may define a cause to be an object followed by another ... 


where, if the first object had not been, the second never had existed.”

Counterfactual dependence

Compare actual world with a different possible world

Cause and effect both occur Cause and effect both do not occur
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Halpern and Pearl: 


Restrict possible alternate worlds to those satisfying the contingencies

Causality
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Contingencies

Transition systems

Leitner-Fischer and Leue: 


Restrict possible alternate worlds to the traces of a transition system 
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Causality Definition
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AC1: 9t. t ✏  ^ t ✏ '
AC2(1): 9t0. t0 6✏  ^ t0 6✏ ' ^

(valZ(t) 6= valZ(t
0) _

valW (t) 6= valW (t0))

AC2(2): 8t00. t00 ✏  ^ valZ(t) = valZ(t
00)

^ valW 0(t) 6= valW 0(t00) ! t00 ✏ '
AC3: Minimality of  

<latexit sha1_base64="gR2szxv+PL1s5JvPTgSrjWEhl/U="></latexit>

Let  range over Z and A \ Z = W .
 causes ' i↵

<latexit sha1_base64="uLUMu4iOQeOxynk/2KHiAXhCYj8="></latexit>
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Temporal Logics for 
Hyperproperties
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{T ✓ ⌃! | 8t, t0 2 T : t =Ipublict
0 ) t =Opublict

0}
<latexit sha1_base64="uB7I6EzvPptVoaPlIm0Xl34eB8g="></latexit>

“All executions have the light on at the same time.”

Noninterference

Is there an appropriate logic for the expression of hyperproperties?
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LTL
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LTL: Specifies computations

Syntax: ' ::= a |  |  |  |  U  | . . .
<latexit sha1_base64="YMeDW+HQHpQWziGjNmIJQTdp8Zw="></latexit>

Syntax:

“All executions have the light on at the same time.”
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CTL*: Specifies computation trees

Syntax: ' ::= a | A' | E' | ' | ' | 'U ' | . . .
<latexit sha1_base64="k6ZP6TGLVWWbFlw4No5VRATtNcw="></latexit>

'
<latexit sha1_base64="kYxToEULsfNuxsQfP7skNVQ7rO0=">AAAB/nicbVA9SwNBEJ2LXzF+RS1tFoNgFe6ioGXQxjKC+YDkCHubvWTJ3t6xOxcIIeBfsNXeTmz9K7b+EjfJFSbxwcDjvRlm5gWJFAZd99vJbWxube/kdwt7+weHR8Xjk4aJU814ncUy1q2AGi6F4nUUKHkr0ZxGgeTNYHg/85sjro2I1ROOE+5HtK9EKBhFKzU7I6qTgegWS27ZnYOsEy8jJchQ6xZ/Or2YpRFXyCQ1pu25CfoTqlEwyaeFTmp4QtmQ9nnbUkUjbvzJ/NwpubBKj4SxtqWQzNW/ExMaGTOOAtsZURyYVW8m/ue1Uwxv/YlQSYpcscWiMJUEYzL7nfSE5gzl2BLKtLC3EjagmjK0CS1tkSinNhRvNYJ10qiUvaty5fG6VL3L4snDGZzDJXhwA1V4gBrUgcEQXuAV3pxn5935cD4XrTknmzmFJThfvwtblsM=</latexit>

?AA

Syntax:

“All executions have the light on at the same time.”
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Syntax: ' ::= 8⇡.' | 9⇡.' |  

 ::= a⇡ |  |  |  |  U  | . . .
<latexit sha1_base64="K5ckkYujs5+6DaxGhtOrtUs/d3Q="></latexit>

8⇡.' 9⇡.'
<latexit sha1_base64="ll6R9u/nEGMrl5/DAwRd/Jdb8zY=">AAACKnicbVDLTsJAFJ3iC/FVdelmIpi4Ii0udEl04xITeSS0IbfTKUyYPpyZEknDd/gT/oJb3bsj7owf4gBdCHiSSU7OuTf3zPESzqSyrKlR2Njc2t4p7pb29g8Oj8zjk5aMU0Fok8Q8Fh0PJOUsok3FFKedRFAIPU7b3vBu5rdHVEgWR49qnFA3hH7EAkZAaaln2hUniAVwjp2EVbEzApEMWMV5SsHHFYc+6whyyeqZZatqzYHXiZ2TMsrR6Jnfjh+TNKSRIhyk7NpWotwMhGKE00nJSSVNgAyhT7uaRhBS6Wbzr03whVZ8rCPqFyk8V/9uZBBKOQ49PRmCGshVbyb+53VTFdy4GYuSVNGILA4FKccqxrOesM8EJYqPNQEimM6KyQAEEKXbXLrCFZ/oUuzVCtZJq1a1r6q1h1q5fpvXU0Rn6BxdIhtdozq6Rw3URAS9oDf0jj6MV+PTmBpfi9GCke+coiUYP79HdKcx</latexit>

Add trace quantifiers: 

“All executions have the light on at the same time.”
8⇡.8⇡0. (on⇡ $ on⇡0)

<latexit sha1_base64="ZcOfFLYBrR4Wi5IyIH7ljAYqFr4="></latexit>

Syntax:
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Require at least two different traces in a system:

{T ✓ ⌃! | 9t, t0 2 T. t 6= t0}
<latexit sha1_base64="3trbUVIvwi7ZjdkTBTNiXgysBHo="></latexit>

In HyperLTL: 9⇡.9⇡0. ⇡ 6= ⇡0
<latexit sha1_base64="nER+JDNOeI6EAgw07c2LHyiiebc=">AAACI3icbZDLTgIxFIY7eEO8jbp00wgG42IygwtdEt24xEQuCUNIpxygodMZ246REHwGX8JXcKt7d8aNCzc+ieWSKOBJmn75zzn52z+IOVPadT+t1NLyyupaej2zsbm1vWPv7lVUlEgKZRrxSNYCooAzAWXNNIdaLIGEAYdq0Lsc9at3IBWLxI3ux9AISUewNqNEG6lpn+R8uDc2yo+Zg3857zxgc2FfwO0I8rlM0866jjsuvAjeFLJoWqWm/e23IpqEIDTlRKm658a6MSBSM8phmPETBTGhPdKBukFBQlCNwfhPQ3xklBZuR9IcofFY/bsxIKFS/TAwkyHRXTXfG4n/9eqJbp83BkzEiQZBJ0bthGMd4VFAuMUkUM37BgiVzLwV0y6RhGoT44wL13xoQvHmI1iESsHxTp3CdSFbvJjGk0YH6BAdIw+doSK6QiVURhQ9omf0gl6tJ+vNerc+JqMpa7qzj2bK+voB9Bej0A==</latexit>

⇡ = ⇡0 := (
V

a2AP
a⇡ $ a⇡0)

<latexit sha1_base64="1U/OMz2FvHNxagQRxIoCfCmxEPM="></latexit>

⇧ |=T a⇡ i↵ a 2 ⇧(⇡)(0)

⇧ |=T ' i↵ 8i � 0 : ⇧[i,1] |=T '

⇧ |=T 8⇡. ' i↵ 8t 2 T : ⇧[⇡ 7! t] |=T '
<latexit sha1_base64="x+E9V8Z2WO8osyrAvE7ONqZq634="></latexit>

Semantics: 

trace assignment ⇧ : Vars ! T
<latexit sha1_base64="oms3IDnAm3dz47rgJMxllLUpLXs=">AAACG3icbVC7TsNAEDzzDOFloKQ5JUGiiuxQgKgiaCiDlJcUW9H5cklOOT90twZFlnt+gl+ghZ4O0VLQ8iWcExckYaSVRjO72t3xIsEVWNa3sba+sbm1Xdgp7u7tHxyaR8dtFcaSshYNRSi7HlFM8IC1gINg3Ugy4nuCdbzJbeZ3HphUPAyaMI2Y65NRwIecEtBS3yxVnAa/xo5PYMwhaROpUuxIPhoDkTJ8xM1K3yxbVWsGvErsnJRRjkbf/HEGIY19FgAVRKmebUXgJkQCp4KlRSdWLCJ0Qkasp2lAfKbcZPZLis+0MsDDUOoKAM/UvxMJ8ZWa+p7uzG5Wy14m/uf1YhheuQkPohhYQOeLhrHAEOIsGDzgklEQU00IlVzfiumYSEJBx7ewRYBIdSj2cgSrpF2r2hfV2n2tXL/J4ymgU1RC58hGl6iO7lADtRBFT+gFvaI349l4Nz6Mz3nrmpHPnKAFGF+/MYShgQ==</latexit>
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HyperCTL*
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Add path variables to path quantifiers: 

Syntax: ' ::= a⇡ | 8⇡.' | 9⇡.' | ' | ' | 'U ' | . . .
<latexit sha1_base64="p9nN5LJ9MCLvpUhuPDW8WETkoiI="></latexit>

linear-branching

LTL

(

HyperLTL

( CTL
⇤

(

HyperCTL
⇤(

h
y
p
e
r

<latexit sha1_base64="NeYD6Y75lynGFl9seALuN0rvZYM="></latexit>

Syntax:
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Causality in HyperLTL
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AC1: 9t. t ✏  ^ t ✏ '
AC2(1): 9t0. t0 6✏  ^ t0 6✏ ' ^

(valZ(t) 6= valZ(t
0) _

valW (t) 6= valW (t0))

AC2(2): 8t00. t00 ✏  ^ valZ(t) = valZ(t
00)

^ valW 0(t) 6= valW 0(t00) ! t00 ✏ '
AC3: Minimality of  

<latexit sha1_base64="gR2szxv+PL1s5JvPTgSrjWEhl/U="></latexit>

Let  range over Z and A \ Z = W .
 causes ' i↵

<latexit sha1_base64="uLUMu4iOQeOxynk/2KHiAXhCYj8="></latexit>

⇡ =Z ⇡0 := (
V

z2Z
z⇡ $ z⇡0)

<latexit sha1_base64="wxi4KzXaDaTdf8RSdxK/FPI+o7k="></latexit>

9⇡.9⇡0.8⇡00.

 ⇡ ^ '⇡ ^
¬ ⇡0 ^ ¬'⇡0 ^ ⇡ 6= ⇡0^
 ⇡00 ^ ⇡ =Z ⇡00 ! '⇡00

<latexit sha1_base64="QnfqMzAqZ3rqkQ/fqYzOzJYrOmw="></latexit>
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Results and Tools
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Model Checking 
• Automata-based algorithm for HyperCTL*

• MCHyper: Alternation-free fragment of HyperLTL

                    Recently extended to one quantifier alternation

• MCQHyper: Model checking of quantitative hyperproperties Responsibility

Synthesis
• Decidability results

• BoSyHyper

Satisfiability
• Decidability results for HyperLTL, HyperCTL*, HyperQPTL

• EAHyper

• MGHyper

Runtime Monitoring
• RVHyper

Further information: https://www.react.uni-saarland.de

How can we use hyperproperties for causality checking?


